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The Counterintelligence, Signals, and
Analytical professionals that produce
The Quarterly have spent years studying,
training, and operating against the
hostile entities discussed in this report.
We understand the importance of
knowledge sharing, develop tailored
reports, and conduct traveler awareness
seminars in order to increase your
employees’ familiarity of the current
global threat environment.
We pride ourselves on keeping
businesses and their travelers better
equipped at securing personal,
proprietary, and sensitive information
when operating in both the
US and abroad.
Simply put, our consultant clearly
identify who the threat is, what they are
after, how and where they operate,
how they target individuals and
information, and how this applies
to you and your business.
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US CORPORATE SECURITY

CHINA’S HUAWEI & ZTE POSE A SECURITY THREAT
SPOTLIGHT REPORT

EXECUTIVE SUMMARY:

Six US Intelligence Agencies (including the CIA, NSA, FBI, and the Defense Intelligence Agency) have all issued
a stern warning to Americans and US Corporations operating in the US and abroad, “do not buy
smartphones [or other products] made by Chinese tech companies Huawei or ZTE.” All of these agencies’
top officials have testified in front of the Senate Intelligence Committee stating that both of these Chinese
smartphone makers posed a security threat to American consumers. Republican Senator Tom Cotton of
Arkansas asked the group to raise their hands if they would recommend private American citizens use products
or services made Huawei or smartphone maker ZTE. None of them did!

FOCUS:

During his testimony, the FBI Director said the US Government was “deeply concerned about the risks of
allowing any company or entity that is beholden to foreign governments that don’t share our values to gain
positions of power inside our telecommunications networks.” He added that this would provide “the
capacity to maliciously modify or steal information, and it provides the capacity to conduct undetected
espionage.” These warnings are nothing new. The US Intelligence Community has long been wary of
Huawei, which was founded by a former engineer in China’s People’s Liberation Army. Huawei has also been
described by US politicians as “effectively an arm of the Chinese government.” This caution led to a ban on
Huawei bidding for US government contracts in 2014, and it’s now causing problems for the company’s push
into consumer electronics. Although Huawei started life as a telecoms firm, creating hardware for
communications infrastructure, the company’s smartphones have proved incredibly successful in recent years;
even surpassing Apple as the world’s second biggest smartphone maker, behind Samsung.

ARREST IN POLAND:

Huawei, long accused of spying, trade secrets theft, and sanctions violations by the US Intelligence Community,
has denied the bulk of these allegations. Part of the company’s past arguments have been that its executives
have never faced formal charges of spying. That changed when Polish law enforcement officials arrested a
prominent Chinese Huawei executive in the country. Polish law enforcement arrested the Huawei executive
alleging that he colluded with a local official to commit espionage, while Huawei denies involvement. Polish
authorities are now reviewing the country’s use of Huawei telecommunications equipment.

CFO ARRESTED IN CANADA:

In 2019, the US Department of Justice filed a formal extradition request with Canada, after the arrest of
Meng Wanzhou, Huawei’s Chief Financial Officer. In response to her arrest, China arrested at least 13
Canadians working in China and threatened other retaliatory measures should Canada opt to extradite Meng to
the US. Meng has been accused of fraud related to payments allegedly made through international banks
between a Huawei supplier in Hong Kong and Iran, a sanctioned country.
But corporate filings and other documents found in Iran and Syria show that Huawei is more closely linked to
two firms than previously known. The documents reveal that a high-level Huawei executive appears to have
been appointed Skycom’s Iran manager. They also show that at least three Chinese-named individuals had
signing rights for both Huawei and Skycom bank accounts in Iran. A Middle Eastern lawyer said Huawei
conducted operations in Syria through Canicula. The previously unreported ties between Huawei and the
two companies could bear on the US case against Meng, who is the daughter of Huawei founder Ren
Zhengfei, by further undermining Huawei’s claims that Skycom was merely an arms-length business partner.
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US CORPORATE SECURITY

CHINA’S HUAWEI & ZTE POSE A SECURITY THREAT
SPOTLIGHT REPORT

60 MINUTES SPECIAL REPORT:

If you're concerned about the decline of American economic power and the rise of China, then there is no
better case study than Huawei. Chances are you've never heard of this Chinese technology giant, but in the
space of 25 years it's become the largest manufacturer of telecommunications equipment in the world;
everything from smart phones to switchers and routers that form the backbone of the global
communications network. It's an industry the US invented and once dominated, but no more.
Huawei is aggressively pursuing a foothold in the US, hoping to build the next generation of digital
networks here. It's prompted an outcry in Washington DC, and a year-long investigation by the House
Intelligence Committee that has raised concerns about national security, Chinese espionage, and Huawei's
murky connections to the Chinese government.
Huawei's world headquarters is located on this sprawling Google-esque campus in Shenzhen, not far from
Hong Kong. China's first international conglomerate is a private company, ostensibly owned by its 140,000
employees, but exactly how that works and other details of corporate governance are closely held secrets.

VIEW THE FULL 60 MINUTES REPORT:

https://www.cbsnews.com/news/60-minutes-2012-report-on-huawei/
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US NATIONAL SECURITY

US / MEXICO BORDER HIGHLIGHTS – JULY
US CUSTOMS AND BORDER PROTECTION
MEXICO:

According to Mexico’s Secretary General of National Public Security (Secretariado Ejecutivo del Sistema
Nacional de Seguridad Pública, SESNSP), 17,498 people were murdered between December 2018 and
May 2019; an average of almost 3,000 per month. Despite a slight drop in the number of intentional
homicides reported in April (2,724 homicides) compared to previous months, May 2019 saw an increase to
the highest tally yet for the year with 2,903 killings, or the equivalent of 96 per day. February, however,
continues to have the highest number of homicides per day on average in 2019 (102 homicides/day) thanks to
similar numbers reported (2,877 homicides) over fewer days in the month (28 days).
The mid-year data also revealed that just over half of Mexico’s 32 state and federal entities saw increases in
the number of homicides registered since the start of the López Obrador administration. According to
SESNSP’s data, when compared to the same period of time the year before (December 2017 – May 2018), the
most significant or “worrisome” increase in homicide rates occurred in Nuevo León. Nuevo León’s
homicide rate increased from 5.3 homicides per 100,000 individuals to 9.2 homicides per 100,000
individuals. The 72% increase far surpassed the rises in Tabasco (50.7%), Mexico City (43.2%), Sonora
(43.1%), and Morelos (42.5%). Meanwhile the states with the largest decreases in homicide rates during that
time period were Baja California Sur (78.3% reduction), Nayarit (69%), and Guerrero (30.8%).

ARIZONA:

• LUKEVILLE – seize 50 lbs. meth from vehicle; arrest five backpackers possessing 90 lbs.. marijuana and 12
lbs. meth.
• NOGALES – seize 8 lbs. fentanyl taped around couriers torso and calves; 123 lbs. meth and 2 lbs. heroin
from vehicle; 26 lbs. cocaine from vehicle dashboard and heater core; 30 lbs. meth from vehicle; 107 lbs.
meth from vehicle trunk; 11 lbs. heroin and small amount of fentanyl from fuel tank; 65 lbs. meth and 5 lbs.
fentanyl from vehicle.
• TUCSON – seize 102 lbs. meth from vehicle; 19 lbs. cocaine from vehicle.
• WELTON - seize 35 lbs. meth from vehicle; seize 32 lbs. meth from vehicle.

CALIFORNIA:

• ANDRADE – seize 108 lbs. meth from vehicle; 56 lbs. meth from vehicle doors.
• MURRIETA – seize 32 lbs. meth, 2 lbs. cocaine, and 5 lbs. heroin hidden inside child’s car seat and stroller.
• OTAY MESA – seize 3,365 lbs. marijuana from tractor trailer (Shipment comingled with broccoli); 285 large
wrapped packages of methamphetamine and 33 containers of marijuana oil, weighing more than 1,140 lbs.

TEXAS:

• BROWNSVILLE – seize 17 lbs. cocaine from vehicle; 18 lbs. heroin from vehicle; 90 lbs. meth from vehicle.
• CAMPO – seize 42 lbs. meth from vehicle gas tank.
• CORPUS CHRISTI - CBP Air and Marine Operations seize the following narcotics between June 17-21:1,656
lbs. cocaine from small fishing vessel or “panga”; 4,134 lbs. cocaine from “Low Profile Vessel”; and 16,938
lbs. cocaine from semi-submersible.
• LAREDO – seize 194 lbs. meth from vehicle; 29 lbs. cocaine from vehicle; 98 lbs. meth from vehicle; seize
111 lbs. meth from vehicle.
• PHARR – seize 7,302 lbs. marijuana from tractor-trailer with a manifested load of granulated rubber.
• PRESIDIO – seize over 1,000 lbs. marijuana from vehicle stop on Farm to Market Road 170.
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US NATIONAL SECURITY

US / MEXICO BORDER HIGHLIGHTS – AUGUST
US CUSTOMS AND BORDER PROTECTION
MEXICO:

Mexico's new National Guard force suffered its first casualty in the line of duty, when an officer was killed in
a shootout in Yuriria, Guanajuato. Five gunmen were killed. The National Guard patrol was attacked when
"they detected a safe house operated by a criminal gang.” The National Guard was launched by President
Andres Manuel López Obrador in late June and is an amalgam of military police and federal police. It is
supposed to be Mexico's front-line force for fighting gangs.
• NUEVO LEON - Group of gunmen from Los Zetas (CDN) who were traveling in armored vans and carrying
.50 caliber rifles, machine guns and explosives attack a group of police officers from Nuevo León who
had briefly entered Tamaulipas. Three officers suffered several injuries in the attack and Los Zetas
managed to burn one of the police vehicles. The confrontation occurred along the road that connects
Nuevo Laredo with the Monterrey metropolitan area. A group of police officers from the Civil Force of
Nuevo León had been patrolling the road and when they reached the state line between Nuevo León and
Tamaulipas, they crossed briefly north to turn around when they were attacked. Shortly after crossing
Tamaulipas, a convoy of CDN hit men traveling in armored trucks and painted to look like military
vehicles lashed out at police officers shooting and throwing grenades. This attack comes a few days after
Los Zetas (CDN) invaded the border city of Tamaulipeca and Miguel Alemán, south of Rome, Texas, in
an attempt to take control of the Gulf Cartel.

ARIZONA:

• SAN LUIS – seize 64 lbs. meth concealed within speaker box; 52 lbs. meth within the rear seats; 57 lbs. meth
throughout the vehicle; 65 lbs. meth and 12 lbs. heroin from vehicle front fender and fuel tank; 91 lbs. meth
from vehicle fender.
• TUCSON (I-19 checkpoint) – seize 227 lbs. meth from vehicle.

CALIFORNIA:

• CALEXICO – seize 132 lbs. meth hidden inside metal canisters attached to all four wheels; 17 lbs. heroin
concealed within the transmission transfer case.
• CAMPO – seize 8 lbs. black tar heroin and 6.5 lbs. fentanyl powder and pills inside a false car battery; As of
Oct. 1, 2019, San Diego Sector has seized approximately 219 lbs. of heroin and 98.16 lbs. of fentanyl.
• OTAY MESA – seize 7,560 lbs. marijuana from tractor-trailer, co-mingled in a shipment of jalapeño peppers.
• SALTON CITY – seize 392 lbs. meth, 47 lbs. heroin, and 5 lbs. cocaine from semi-truck; 5 lbs. fentanyl and 2.5
lbs. heroin from vehicle battery.

FLORIDA:

• JACKSONVILLE - Air and Marine Operations conducting maritime patrols locate cocaine-filled 45-foot long,
go-fast vessel in the Western Caribbean and seize 8,791 lbs. of cocaine.

TEXAS:

• FRONTON - US Border Patrol boat patrolling the Rio Grande shot at from the riverbank on the Mexican side.
More than 50 rounds were fired and the boat was hit several times, but no one on board was injured. Agents
saw four people with automatic weapons on the Mexican riverbank.
• HIDALGO – seize 4 lbs. cocaine hidden within a cake arriving from Mexico in a taxicab.
• LAREDO (Highway 59 checkpoint) - seize 116 lbs. cocaine from vehicle.
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US NATIONAL SECURITY

US / MEXICO BORDER HIGHLIGHTS – SEPTEMBER
US CUSTOMS AND BORDER PROTECTION
MEXICO:

According to the first Government Report of President Andrés Manuel López Obrador, in the National Effort
in the Fight against Drug Trafficking Operation, there has been a decrease in the seizure of marijuana, poppy
and weapons. The report points out that according to the National Security Plan it is intended to reformulate
the fight against drugs through the National Strategy for the Prevention of Addictions Together for Peace,
which aims to prevent and reduce the use of psychoactive substances in girls, boys and young people.
From December 1, 2018 to June 30, 2019, 2,747,929 people participated in prevention actions through
Medical Specialization in Primary Addiction Care Centers.
Rubén Oseguera González, alias “ El Menchito ”, son of the leader of the Jalisco New Generation Cartel
(CJNG), Nemesio Oseguera Cervantes “El Mencho”, is acquitted of the crime of organized crime and
ordered released. However, "El Menchito" has other judicial proceedings open for other crimes such as
bribery, money laundering and violation of the Federal Law on Firearms and Explosives.
Murders attributed to organized crime broke a record in August at 2,290, a 77.8% increase over the same
month last year. It was the third month in a row with over 2,000 such murders. There were 2,264 in July and
2,249 in June. Guanajuato topped the list of the most violent states, followed by México state with 206, Baja
California 196, Veracruz 176, Jalisco 167 and Michoacán 128.

ARIZONA:

• LUKEVILLE – seize 50 lbs. meth from spare tire; 53 lbs. meth from vehicle.
• NOGALES – seize 39 lbs. meth from vehicle rear bumper.
• SAN LUIS – seize 44 lbs. cocaine from vehicle dashboard.

CALIFORNIA:

• BLYTHE – seize 9 lbs. meth from vehicle. Shipment found in ice chest containing brightly colored bags
disguised as frozen ice pops.
• CALEXICO – seize 135 lbs. meth hidden within the wood of the stake bed in truck; 73 lbs. meth from quarter
panels of vehicle.
• PINE VALLEY – seize 26 lbs. meth from vehicle gas tank.
• SALTON CITY – seize 72 lbs. meth from vehicle gas tank and doors; 75 lbs. meth from vehicle gas tank and
compartment within the floorboard.
• SAN DIEGO & IMPERIAL VALLEY – From Friday, Aug. 30, through Monday, Sept. 2, CBP officers
intercepted 1,266 lbs. of methamphetamine, 291 lbs. cocaine, 93 lbs. heroin, 34 lbs. fentanyl and 16 lbs.
marijuana.

NEW MEXICO:

• LAS CRUCES – seize 38 lbs. meth, 2 lbs. heroin, and half pound of pills from vehicle gas tank, at checkpoint
north of Las Cruces.

TEXAS:
•
•
•
•

EAGLE PASS – seize 10 lbs. meth from vehicle at Highway 57 immigration checkpoint.
FALFURRIAS – seize 120 lbs. meth from vehicle.
FRONTON – seize 1,200 lbs. of abandoned marijuana next to Rio Grande.
LAREDO – seize 147 lbs. meth from vehicle; seize 37 lbs. cocaine from vehicle.
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SIGNATURE REDUCTION & ID MANAGEMENT
THREATS, BEST PRACTICES, AND PROFILE HARDENING

DoD IDENTITY AWARENESS, PROTECTION, & MANAGEMENT GUIDE
RECOGNIZING THE THREAT:

Constant connectivity is a necessity in today’s fast-paced, interconnected world. In 2019, a large portion of daily
activities takes place digitally on websites, mobile apps, smart devices, and social networks, all of which collect
and distribute personal information. Personally identifiable data doesn’t just refer to traditional markers, such as
name and date of birth, but also includes your behavioral patterns, purchasing histories, and connections. In
your daily interaction with devices, sensors, and services, you are sharing traces of your identity in exchange for
convenience, enjoyment, and consumer goods. This vast and ever-growing network of identity data and habits
constructs your singular and unique online identity.

SOCIAL MEDIA DO’s & DON’Ts:

• Review your connections often; only establish & maintain connections with people you know and trust.
• Assume that ANYONE can see any information you post and share regarding your activities, whereabouts,
and personal or professional life.
• Ensure that your family takes similar precautions with their accounts; their privacy and sharing settings can
expose your personal data.
• Avoid posting or tagging images of you, or your family, that clearly show faces. Select pictures taken at a
distance, at an angle, or otherwise concealed.
• Use secure browser settings when possible, and monitor your browsing history to ensure that you recognize
all access points.
• Remember that even if you restrict your data from public view, the service still has access to your data and
may share it with third-parties.

ABOUT TWITTER:

Twitter is a social networking and micro-blogging site that hosts 326
million monthly active users, as of mid 2018. Twitter allows users to post
text-based entries to their profiles and follow updates from other accounts.
On average, Twitter users post approximately 500 million entries per day
from both the website and its mobile app. For most, Twitter is used as a
source to discover breaking news developments and stay up-to-date on
current events or their friends’ recent whereabouts. Should you choose to
maintain a Twitter account, use the recommendations in this card to
enhance your privacy.
Profile pages can be operated by a single individual, a group of
individuals, or even large organizations. Regardless of who maintains the
account, each individual profile is labeled with a unique username known
as a Twitter Handle. Handles allow other users to locate profiles and
mention them in posts. Profile pages tend to contain some of the account
owner’s personal data and display every Tweet posted by that user.

POSTING TO TWITTER

A Twitter entry is referred
to as a “Tweet.”
Tweets can be composed of photos,
videos, links, polls, or short text entries,
limited to 280 characters.
Tweets are public, indexed, and
searchable, unless protected by the user.
Many users never Tweet, choosing only
to follow persons or topics of interest.
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SIGNATURE REDUCTION & ID MANAGEMENT
THREATS, BEST PRACTICES, AND PROFILE HARDENING

DoD IDENTITY AWARENESS, PROTECTION, & MANAGEMENT GUIDE
MENTIONS:
(@USERNAME) are used to tag other users or accounts in a Twitter update. Tags create a link to the
mentioned individual’s profile. When a public user mentions a private Twitter account, the link to the profile of
the private account becomes visible to the public.

HASHTAGS:
(#TOPIC) are used to highlight key topics in individual posts. When a hashtag is posted by numerous users

across the network, the hashtag becomes a “trending topic” of conversation. Trending topics are advertised on
Twitter and extend the reach of posts and profiles. Tweets with hashtags are searchable within the Twitter
search engine. When a Tweet is published, other Twitter users are able to interact with the post through the
icons highlighted to the left. These icons permit actions including Replies, Retweets, and Likes.
• REPLIES: Replies are text responses to another user’s Tweet. The Reply prompt automatically mentions the
author of the original Tweet within the text of the reply.
• RETWEETS: Retweets are used to forward other users’ Tweets to your personal followers. Retweets always
retain a link back to the original poster’s profile page.
• LIKES: Likes are used to show endorsement of another user’s post. A list of entries liked by a single user
appears directly within that user’s Twitter profile page.
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You can block specific people from viewing your Instagram Stories by their usernames

SIGNATURE REDUCTION & ID MANAGEMENT
THREATS, BEST PRACTICES, AND PROFILE HARDENING

DoD IDENTITY AWARENESS, PROTECTION, & MANAGEMENT GUIDE
TWITTER SETTINGS:

Access Twitter’s settings by selecting the thumbnail image of your profile photo in the top banner. From the
dropdown menu, select Settings and Privacy and navigate to pages containing customizable security options:
Privacy and Safety, Email Notifications, and Account. After configuring your privacy settings, access your
Twitter data tab to review device and login histories to ensure that your account has not been accessed by
unauthorized users.

PRIVACY AND SAFETY:

Apply the settings shown below in the Privacy and Safety tab to control how others can interact with your
Twitter profile and your Tweets. Save changes.

EMAIL NOTIFICATION SETTINGS:

Email notifications alert you when others interact with your profile or content. For maximum security, customize
the notifications settings to receive all alerts related to you and your account activities. Save changes.
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SIGNATURE REDUCTION & ID MANAGEMENT
THREATS, BEST PRACTICES, AND PROFILE HARDENING

DoD IDENTITY AWARENESS, PROTECTION, & MANAGEMENT GUIDE
ACCOUNT SETTINGS:

Account settings allow you to customize your Twitter handle and contact email. You can also request your
Twitter Archive which contains a transcript of all of your past Tweets and replies, or elect to Deactivate Your
Account.

WHAT’S NEXT?
In today’s digital world,
everything and everyone is connected
via some form of social media platform,
cellular device, or technological device
that fuses all the above
This means that keeping in touch with
your work associates, family members,
as well as new and old friends is
easier now more than ever.

In the Security section, use Set Up Login Verification and check the box for
Password Reset Verification to further secure your account.

While these all the advancements
and amenities may seem to make life
more convenient, they all come with
their inherent risks as well.
It is important to learn how to protect
both your personal and professional
information, and how these applications
and devices operate, so that you and
your business are harder to target

ASSESSMENT:

Twitter is a great Social Media platform for connecting and sharing digital media with friends an co-workers.
With that said, there are many nefarious actors on all Social Media platforms that are attempting to take
advantage of those who are not aware of the threats. Never accept friend requests from someone with zero
followers and do not respond to the instant messages of attractive girls and guys that you do not know. Only
communicate and associate with people you already know and trust.
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HIGHLIGHTED TECHNOLOGY

POPULAR SCIENCE GRAND AWARD WINNER
TOP SECURITY INNOVATION

TOP 4 UNIQUE FEATURES:
• UNIVERSAL PROTECTION:
Protects you from ransomware, phishing, identity theft, privacy compromise and attacks on all your
connected devices.
• SAFE WEB BROWSING:
Protects you from malicious websites. Hides the web sites you visit from prying eyes using strong
encryption.
• INSTANT AD BLOCKING:
At your option, removes ads from all devices. Improves your browsing speed. Protects you from malicious
advertisements.
• PARENTAL CONTROL:
At your option, set parental controls for all your devices. Keeps inappropriate content away from your
children.

REALTIME NOTIFICATIONS:

RATtrap quietly functions 24/7 as an electronic sentry between modem and router. It automatically blocks
malicious attempts to gain entry into your home network, computers, laptops, tablets and phones. You can
see real-time notifications about blocked attacks and learn about the health of your home network through
the mobile apps and web dashboard.

TRUE PLUG’N PLAY:

If you already have an external Wi-Fi router, you’re all set. RATtrap is very simple to setup. Just connect
RATtrap between your modem and the Wi-Fi router. Plug in the power cord and RATtrap will start up
automatically. All your devices will then be instantly and continuously protected from hackers.

WEBSITE:

https://www.myrattrap.com
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ESPIONAGE & COUNTERINTELLIGENCE
HIGHLIGHTED EVENTS: JULY

FBI URGES UNIVERSITIES TO MONITOR CHINESE STUDENTS AND SCHOLARS:

US Intelligence Agencies are encouraging American research universities to develop protocols for monitoring
students and visiting scholars from Chinese state-affiliated research institutions, as US suspicion toward China
spreads to academia. Since last year, FBI officials have visited at least 10 members of the Association of
American Universities, a group of 62 research universities, with an unclassified list of Chinese research
institutions and companies.

US DEPARTMENT OF STATE (DoS) / CHINA:

Candace Marie CLAIBORNE was sentenced to 40 months in prison for conspiring with Chinese agents. She
received tens of thousands of dollars in benefits from two Chinese agents in exchange for internal US State
Department documents. Until her arrest in June 2017, CLAIBORNE provided copies of internal documents from
the State Department on topics ranging from US economic strategies to visits by dignitaries between the two
countries. She pleaded guilty in April 2019.

US NATIONAL SECURITY AGENCY (NSA):

Former NSA contractor Harold Thomas MARTIN III (54) pleaded guilty to the federal charge of willful retention
of national defense information. It was the largest theft of classified information in US history. A conservative
estimate of the volume of digital information seized from MARTIN is approximately 50,000 gigabytes (A
gigabyte (GB) is sufficient storage space for approximately 10,000 pages of documents containing images and
text). MARTIN reportedly stole the classified information beginning in the late 1990s and continuing until his
arrest in August 2016, keeping the stolen documents at his residence and vehicle. He had pleaded guilty in
March 2019.

US MANUFACTURING COMPANY / CHINA:

A grand jury indictment was ordered unsealed against Xudong YAO (57) who was indicted on charges of
stealing over 3,000 unique trade secret documents, including those that relate to control systems, from a
locomotive manufacturing company in suburban Chicago. YAO downloaded the proprietary and trade secret
information within two weeks of being hired by the company in August 2014. He then used the trade secrets to
negotiate and accept employment with a Chinese company. Beginning in July 2015, YAO began working for
the Chinese company. In July 2019, YAO was added to the most wanted list by the FBI.

UCLA / CHINA:

Yi-Chi SHIH (64) was convicted of multiple counts related to a conspiracy to ship semi-conductor chips to China
that have military applications. SHIH and the other conspirators used their positions as researchers to acquire
the chips and then attempted to evade customs to ship the chips to China. SHIH, a former UCLA professor faces
over 200 years in prison and forfeiture of hundreds of thousands of dollars.

US COMPANY / CHINA:

Naturalized US citizen Shan SHI (54) was convicted of conspiring to steal trade secrets. He and others conspired
to steal trade secrets and poaching employees from a US company and enticing them to bring technical data to
his company to ultimately benefit the PRC.
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ESPIONAGE & COUNTERINTELLIGENCE
HIGHLIGHTED EVENTS: AUGUST
UBER / GOOGLE

An indictment was unsealed against former Uber executive Anthony LEVANDOWKSI (39) charging him with
theft of trade secrets from his former employer, Google. In all 33 counts were charged against
him. LEVANDOWSKI was a former senior engineer at Google and helped Google invent a self-driving car. He
retired from Google and then formed his own company, Otto. Six months after founding Otto, it was purchased
by Uber for $700 million. In February 2017, Google sued Uber and in May 2017, after a judge ruled against
Uber and LEVANDOWSKI, he was fired from the company. After the indictment was unsealed, LEVANDOWSKI
surrendered to authorities.

ILLEGALLY EXPORTING CESIUM ATOMIC CLOCKS TO HONG KONG:

Alex Yun Cheong YUE (67) of South El Monte, Calif., was indicted on one count of conspiracy to commit export
violations, two counts of unlawful exports and attempted exports of US goods to Hong Kong, and one count of
smuggling. Wai Kay Victor ZEE (56) of Hong Kong, along with his company, Premium Tech Systems, Limited
were also charged. The two defendants remain at large in Hong Kong Special Administrative Region of the
People’s Republic of China.

CHINA WARNS STUDENTS, ACADEMICS OF RISKS OF STUDYING IN US:

China warned students and academics on Monday about risks involved in studying in the US, pointing to limits
on the duration of visas and visa refusals, amid a bitter trade war and other tension between the two countries.
The Ministry of Education, in a short statement, said that recently some students seeking to study in the US had
encountered problems with the duration of their visas being limited and an increase in visa refusals. "This has
affected Chinese students going to study in the US or smoothly completing their studies," it added.

ASSANGE WILL NOT FACE CHARGES IN DEVASTATING CIA LEAK:

The DOJ has decided not to charge Julian ASSANGE for his role in exposing some of the CIA’s most secret
spying tools, according to a US official and two other people familiar with the case. It’s a move that has
surprised national security experts and some former officials, given prosecutors’ recent decision to aggressively
go after the WikiLeaks founder on more controversial Espionage Act charges that some legal experts said
would not hold up in court. The decision also means that ASSANGE will not face punishment for publishing one
of the CIA’s most potent arsenals of digital code used to hack devices, dubbed Vault 7. The leak, one of the
most devastating in CIA history, not only essentially rendered those tools useless for the CIA, it gave foreign
spies and rogue hackers access to them.

LINKEDIN IS FULL OF SPIES:

Foreign Intelligence operations routinely use LinkedIn to target, connect with, and eventually gain knowledge
about and influence over American political affairs. These operations create fake LinkedIn profiles, boasting
impressive (imaginary) credentials alongside computer-generated photos, that send connection requests to
politicians, lobbyists, academics, or think tank employees. Once one person accepts, that bolsters the fake
account's credibility, so other high-profile LinkedIn users accept, too, and so it goes.
These profiles send out tens of thousands of connection requests at a time. And, apparently, there have been
multiple independent cases of American figures being targeted by Russian or Chinese spy operations via
connections they unwittingly accepted on LinkedIn.
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ESPIONAGE & COUNTERINTELLIGENCE
HIGHLIGHTED EVENTS: SEPTEMBER

ROYAL CANADIAN MOUNTED POLICE / RUSSIA:

Charges were announced against Cameron Jay ORTIS (47) the director general of a Royal Canadian Mounted
Police intelligence unit. ORTIS reportedly attempted to disclose classified information to an unnamed foreign
entity. His arrest is reportedly tied to an investigation into a major Russian corruption case and RCMP is
concerned that ORTIS may have compromised multiple investigations through stealing classified information.
ORTIS is an expert in East Asian affairs and was charged under three sections of the Security of Information Act
as well as two Criminal Code provisions, including breach of trust.

GE AVIATION / RUSSIA:

Russian national Alexander KORSHUNOV (57) and Italian national Maurizio BIANCHI (59) were charged
with attempting to steal trade secrets from US company GE Aviation. BIANCHI was a former director at an Italian
subsidiary of the company and KORSHUNOV worked for a Russian state-owned company and had previously
been an official in the Russian government. BIANCHI - on behalf of KORSHUNOV - hired current or former
employees of GE Aviation’s Italian subsidiary to do consulting work related to jet engine accessory gearboxes
for BIANCHI and KORSHUNOV. The employees’ statements of work typically stated that the “the holders of
patent and intellectual property obtained as a result of the work are…the Ministry of Industry and Trade of the
Russian Federation.” Throughout the consulting, employees allegedly used trade secrets owned by GE Aviation
to create the technical report. They face up to 10 years in prison.

WHITE HOUSE / ISRAEL:

Israeli Prime Minister Benjamin NETANYAHU flatly denied a US media report that Israel was likely behind the
planting of surveillance devices found near the White House. The devices were reportedly "StingRays" that
mimic cell towers to fool cellphones into giving them their location and identify information.

CHINESE BUSINESSWOMAN / TRESPASSING AT MAR-A-LAGO:

On 11 September, Yujing ZHANG was found guilty of charges of false statements to federal agents and
trespassing. In late March 2019, ZHANG attempted to access Mar-a-Lago where President TRUMP has offices
and a residence. She was detained by Secret Service agents. At the time that she was detained, ZHANG was
found with a cache of electronics and several thousand dollars in cash.

DIA INTELLIGENCE OFFICER / CHINA:

On 24 September, former DIA intelligence officer Ron HANSEN (60) was sentenced to 10 years in prison on
charges of attempting to transmit national defense information to China. Between 2013 and 2017, HANSEN
regularly traveled between the United States and China, attending military and intelligence conferences in the
US and provided the information he learned at the conferences to contacts in China associated with the PRCIS.
HANSEN received payments for this information by a variety of methods, including cash, wires and credit card
transactions. He also improperly sold export-controlled technology to persons in China. From May of 2013 to
the date of the complaint, Hansen received not less than $800,000 in funds originating from China. He was
arrested in June 2018 as he attempted to travel to China while in possession of SECRET military information.
HANSEN had pleaded guilty in March 2019.
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TERRORISM & COUNTERTERRORISM
KEY EVENTS: JULY

AFGHANISTAN / TERRORIST GROUPS:

President TRUMP stated that he is worried that terrorists may use Afghanistan as a base of operations for
terrorist attacks targeting the United States if the US withdraws troops from Afghanistan. President TRUMP
stated that he wanted to withdraw troops, but was concerned over the possible reopening of terrorist training
camps in the country.

AUSTRALIA / ISIS:

Three men were arrested in Australia for plotting an ISIS-inspired attack against various targets in Sydney
including against police, defense, churches, and other locations. According to Australian officials, the plot was
still in the early stages and the terrorists hadn't acquired explosives. The plot was the 16th major terrorist attack
to be thwarted by police in Australia since September 2014.

NEW YORK CITY / ISIS TERRORIST SENTENCED:

Akram MUSLEH (21) was sentenced to 100 months in prison in connection with his plot to travel from the United
States to Syria in order to join ISIS. In June 2016, he was arrested as he attempted to board a bus to New York
City, where he intended to fly from to Morocco so that he could make his way to ISIS controlled territory in Syria.

ISIS TERRORIST PLEADS GUILTY:

Kaan Sercan DAMLARKAYA (20) pleaded guilty to attempting to provide material support to the Islamic State.
From August 2017 until his arrest in December 2017, DAMLARKAYA had attempted to provide information to
other ISIS supports about the use of weapons, the homemade construction of an automatic weapon, and how to
build and use explosive materials. He had also lamented his unsuccessful attempts to join the terrorist
organization.

INDIANA / ISIS:

Material support charges were announced against two brothers, Moyad DANNON (21) and Mahde DANNON
(20) both of Fishers, Indiana. The brothers conspired to manufacture fully-automatic rifles and ship them to the
Middle East to members of ISIS. They were arrested after completing a sale of five rifles to undercover FBI
agents in May 2019.

NATURALIZED US CITIZEN WAS ISIS SNIPER:

Ruslan Maratovich ASAINOV (41), a naturalized US citizen, was charged with providing material support to the
Islamic State. In December 2013, he had traveled to Syria and rose through the ranks of ISIS to become a senior
sniper. He was captured in Syria by the Syrian Democratic Forces and transferred to US custody.

PITTSBURGH / ISIS:

A three-count indictment was returned against a Syrian refugee, Mustafa Mousab ALOWEMER (21) for plotting
to conduct a terrorist attack against a Pittsburgh church on the behalf of ISIS. ALOWEMER had pledged
allegiance to ISIS and had only arrived to the US less than three years before his arrest. ALOWEMER plotted to
bomb a church in Pittsburgh in order to inspire ISIS brothers in the United States to conduct similar terrorist
attacks.
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TERRORISM & COUNTERTERRORISM
KEY EVENTS: AUGUST

TERROR ATTACK / EL PASO:

Patrick CRUSIUS (21) targeted Hispanic and Latino shoppers at a Walmart in El Paso Texas. 20 were killed and
26 others were wounded in the attack. Shortly before the shooting, CRUSIUS posted a manifesto detailing how
he was inspired by the Christchurch mosque shootings in New Zealand. In the manifesto, CRUSIUS outlined his
fear about an Hispanic invasion and race-mixing. After the shooting, the FBI opened a domestic terrorism
investigation and his home in Allen, Texas was searched.

TEXAS / ISIS:

Omer KUZU (23) was charged with conspiring to support ISIS. In October 2014, he traveled with his brother
from Houston to Istanbul and then to Syria to join the terrorist group. He received weapons training in Iraq and
was later captured by SDF fighters in early 2019, and transferred into FBI custody.

US POLITICAL TERRORIST SENTENCED:

Cesar SAYOC (57) was sentenced to 20 years in prison. In March 2019, he pleaded guilty to 65 felonies for
mailing 16 IED devices. The IEDs were shipped to 11 current and former US government officials as well as
media organization and celebrity critics of President Trump. The IEDs were functional and intended to harm
those they were sent to. SAYOC had faced up to life in prison.

ATTEMPTED TERROR ATTACK IN NORWAY:

A heavily armed gunman opened fire at the Al-Noor Islamic Center near Oslo. One person was wounded as
they overpowered the gunman. The shooter had previously killed his younger stepsister at another location.
Norwegian officials are investigating the shooting as a possible act of terrorism. The shooter, in his 20’s, posted
on social media praising the Christchurch mosque shooter and made references to a "race war." Only three
people were inside the mosque at the time of the shooting. Multiple firearms were recovered.

AL-QAEDA ARABIAN PENINSULA:

Charges were unsealed Bilal AL-RAYANNI (28) charging him with providing material support to terrorism. ALRAYANNI gave services to AQAP while overseas between October and December 2014. He was arrested on
passport related charges in June 2019.

WHITE SUPREMACIST ARRESTED / THREATENING JEWISH COMMUNITY CENTER:

James REARDON Jr. (20) was arrested on menacing and related charges for threatening a Jewish community
center in New Middletown, Ohio. REARDON had made a 11 July video in which he threatened the Jewish
Community Center of Youngstown. FBI agents recovered multiple weapons and dozens of rounds of
ammunition following a raid on his home.

NEW YORK CITY / ISIS:

Azizjon RAKHMATOV (32) pleaded guilty on conspiring to provide material support to ISIS. He and other coconspirators conspired to raise money in New York City and provide it to ISIS fighters. They were identified and
arrested in August 2015.

AFGHANISTAN / ISIS:

On 17 August, the Islamic State claimed responsibility for a suicide bombing targeting a wedding in Kabul. 63
were killed and over 180 others were wounded.
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TERRORISM & COUNTERTERRORISM
KEY EVENTS: SEPTEMBER

QUEENS, NY / POLICE / US MILITARY:

Two Queens women, Asia SIDDIQUI and Noelle VELENTZAS, pleaded guilty to charges related to planning to
build explosive devices. In 2015, they were arrested for plotting to bomb targets in New York City in order to kill
as many people as possible. The two conspirators stated that they intended to "make history." They discussed
among other targets police officers and the US military. VELENTZAS stated on multiple occasion that she
wanted to target more than just "regular people." They face up to 20 years in prison.

WOULD-BE ISIS TERRORIST ARRESTED:

Awais CHUDHARY (19), a naturalized US citizen from Pakistan, was arrested on charges of conspiring to commit
a terrorist attack on behalf of ISIS. He planned to conduct either a stabbing or bombing attack in Queens. He
was arrested as he attempted to retrieve a knife and other gear for the attack.

ISIS TERRORIST PLEADS GUILTY:

Fabjan ALAMETI (21) pleaded guilty to making false statements in a case involving international terrorism.
ALAMETI made pro-ISIS statements on social media and discussed with a federal informant about fighting
overseas with ISIS. He faces up to eight years in prison.

NATIONAL CAPITOL REGION / ISIS:

A superseding indictment was returned against Rondell HENRY (28), charging him with attempting to provide
material support to ISIS and for interstate transportation of a stolen vehicle. In April 2019, HENRY stole a U-Haul
van with the intention of using it to commit an ISIS-inspired vehicle ramming at, first Dulles International Airport,
and then the National Harbor in Maryland. He faces up to 30 years in prison for the two charges.

PEACE TALKS WITH TALIBAN CANCELLED:

President TRUMP announced the cancellation of talks between himself, Afghan President Ashraf GHANANI, and
Afghan Taliban leaders at Camp David that day. The peace talks were cancelled after the Taliban claimed
responsibility for a suicide car bombing in Kabul on Thursday that killed 12, including an American solider.
Peace negotiations had been occurring were several months and had appeared to be nearing a peace
agreement.

OSAMA BIN LADEN SON (HAMZA) KILLED:

In a major blow against al Qaeda, President TRUMP confirmed the killing of Hamza BIN LADEN, the son of
Osama BIN LADEN in a US counterterrorism operation in the Afghanistan / Pakistan region. This comes after
reports that BIN LADEN had been killed six weeks ago. Hamza BIN LADEN was considered a successor to his
father and his death deprives the terrorist group of a leader and symbol.

AL QAEDA TERRORIST PLEADS GUILTY:

On 11 September, Alaa Mohd ABUSAAD pleaded guilty to charges that she concealed terrorism financing.
Until her arrest in October 2018, ABUSAAD instructed an FBI undercover employee about how to send money
to the mujahedeen—fighters engaged in jihad, specifically al Qaeda. She faces up to 10 years in prison.
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PROTECTING PEOPLE.
MANAGING RISK.
GLOBALLY.

About Us

SocoSIX Strategies is a veteran owned, global risk services company with deep roots in the United States
Military. We combine proven protection, intelligence and analytical practices with advanced technologies
to provide a full spectrum of security services throughout the world.
Our solutions are designed to support cost-effective risk management decision-making regarding
travelers, physical asset, safety and security operations, so our clients can conduct business feeling safe
and confident.

What We Do

Our core services include executive and in-country protection, global threat and risk assessments, and
security disaster planning. Our training division conducts workplace violence training including a highly
applauded active shooter response program. We perform discreet and comprehensive private
investigative assignments. Our intelligence group offers situational awareness for travelers and global
facilities, getting granular with the data, yet cutting out the noise.

SocoSIX provides these and other services domestically and throughout some of the toughest places in the
world. Our resources are like no other organization, allowing us the ability to perform high quality security
operations - where few others can accommodate.
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2113 Lewis Turner Blvd, Suite 100
Fort Walton Beach, Florida 32547
(850) 803-3730, info@socosix.com
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