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US CORPORATE SECURITY

CHINA & RUSSIA TARGETING US CORPORATIONS
SPOTLIGHT REPORT

EXECUTIVE SUMMARY:

US Counterintelligence (CI) professionals are perplexed and concerned at how trusting corporate Americans
are with their personal information and technology, especially with how little they do in to protect it. “Make no
mistake, American companies are squarely in the crosshairs of well-financed nation state actors,” said William
Evanina, the Director of the National Counterintelligence and Security Center (NCSC). “Increasingly, US
companies are in the crosshairs of these foreign intelligence entities, which are breaching private computer
networks, pilfering American business secrets and innovation, and carrying out other illicit activities.”

FOCUS:

There are two nation states that pose the greatest threat to US Corporate America and their travelers, in the US
and abroad, China and Russia. Both these nation states have the training, technology, personnel, motivation
and financing to exploit your employees personal information and sensitive business information or trade
secrets without you ever realizing it happened, or at least until it is too late. This is not only happening in the
US, but it is especially easy for them to target you when you are most vulnerable overseas. This is when your
employees or business related technology is operating outside of your protected corporate networks and
security systems. While it may be highly advised by CI professionals for corporate travelers to not take business
related or personal electronics on business trips, especially overseas, the reality is that they are going to take
them, and those devices will connect to networks that are unsecured and ran by foreign nation states.
US CI professionals continuously have conversations with American corporate travelers at training events,
conferences, and trade shows that focus on education of Foreign Intelligence Entities capabilities and
motivations. One thing that is stressed is to leave personal electronics, like cell phones and laptops, behind,
and to not connect to business related electronics to any Wi-Fi or Bluetooth connections outside of trusted and
secured networks. Due to China and Russia’s capabilities, they have the ability to access your laptops and take
your company’s intellectual property, or at least whatever was on that laptop. This most likely also included the
passwords and protocols needed to access your company’s secured network. If your phone is compromised, it
is highly possible that they could now have your entire address book. This information provides leads on who
should be targeted next within your company and/or personal life.
Most people assume that they are not important enough for this to happen, don’t kid yourself. Your are an
American business professional traveling with valuable information. This automatically makes you interesting to
any intelligence agency. Also remember, there is no expectation of privacy when you bring your phone or
laptop overseas as these devices are traveling over a foreign government’s phone and internet networks. The
government is most likely monitoring it, just as we do in the US.
While targeting you or your company’s information via some type of Signals Intelligence (SIGINT), like
previously described, is impersonal, it is not uncommon for foreign intelligence officers to target the same
information in person. There are several different methods known to be used in order to target the data. One
common technique used is researching a member of your business on social media outlets, known as Open
Source Intelligence (OSINT). After they know what is required, they attempt to establish a relationship with them
through some type of commonality and gather information. This type of collection is known as Human
Intelligence (HUMINT). It is also not uncommon for an intelligence officer to attempt to gain information from
pillow talk. This type of collection method is known as a “Honey Pot. ” This collection method has several well
documented cases where extremely sensitive material was given away to a member of the opposite sex.
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US CORPORATE SECURITY

CHINA & RUSSIA TARGETING US CORPORATIONS
SPOTLIGHT REPORT

BASIC AWARENESS OPTIONS:

The ODNI, the NCSC, and the FBI all have general education materials on their websites focused on how these
Foreign Intelligence Entities can potentially target you or your business, as well as generic training guidelines
for awareness and ideas on how to protect your personal and intellectual property. As we continue to become
more technologically dependent, educating your corporate travelers is paramount, and while these may check
the initial block of awareness to your employees and travelers, it will certainly not teach them how to combat the
threats specific to your company or what the current threat environment looks like where they travel and how to
prepare for their travels. In order to get this done, your corporate travelers must receive training prior to leaving
from a CI professional on what the threats are in the areas they are traveling in and how to mitigate those
threats. SocoSIX, via Bonham Consulting, can provide the education via tailored country studies and training
via Traveler Awareness Briefings and Corporate Traveler Seminars.
ODNI:
• Counterintelligence Security – Protecting Key Assets
FBI:
• The Company Man – Economic Espionage

BACKGROUND

NCSC:
• Awareness Materials

SOURCES & ADDITIONAL READING:
Dustin Volz and Aruna Viswanatha:
• Chinese Espionage Poses ‘Most Severe’ Threat to Americas Security
Kimberly Dozier:
• U.S. Spies to Americans: China and Russia Are Coming to Get You.
Daniel Golden:
• American Universities Infected by Foreign Spies Detected by FBI
Luke Bencie:
• 5 Ways China Successfully Spies On Corporate America.
Julian Crowley:
• 10 Most Notorious Acts of Corporate Espionage
Yossi Melman:
• China Is Spying On Israel to Steal U.S. Secrets
Zach Dorfman:
• How Silicon Valley Became a Den of Spies

The CI and analytical professionals that
produce our products have spent years
studying, training, and operating against
these criminal entities.
We develop tailored reports and
conduct awareness seminars in order to
increase awareness of today’s global
threat environment.
This helps businesses become better
equipped at securing personal,
proprietary, and sensitive information
when operating in both the US and
abroad.
Our corporate programs are designed to
identify who the threat is, what they are
after, how and where they operate, and
how they target individuals and
information.

Garrett M. Graff:
• China's 5 Steps for Recruiting Spies
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US NATIONAL SECURITY

US / MEXICO BORDER HIGHLIGHTS – APRIL
US CUSTOMS AND BORDER PROTECTION
MEXICO:

Mexico currently has some of the most dangerous cities
in the world according to a recent report; 10 cities are
list in the top 50, 5 cities are in the top 10, and 3 cities
are in the top 5. Mexico also has the number 1 most
dangerous city in the world listed, Los Cabos.
The US had 4 cities make the list: St. Louis (13th),
Baltimore (21st), New Orleans (41st), and Detroit (42nd).
Of note, only two cities outside of North, South, and
Central America made the list, both were in South Africa.
Currently there is not one city from the Middle East,
Europe, or Asia listed.
VIEW FULL REPORT:
https://www.worldatlas.com/articles/most-dangerouscities-in-the-world.html

ARIZONA:

• DOUGLAS: 127 lbs marijuana seized from vehicle.
• LUKEVILLE: 62 lbs meth and 36 lbs fentanyl seized.
• NOGALES: Honduran MS-13 gang members captured. Joel Santos-Funes (30) and Deyly Turcios-Giron (39)
in two separate events. Both men have extensive immigration violation histories. Turcios also has a 2013
criminal conviction for drug smuggling in Arizona; 74 lbs heroin and 50 lbs fentanyl seized from vehicle; 5 lbs
fentanyl seized from female pedestrian; 23 lbs meth, 7 lbs cocaine, 2 lbs heroin, and 1 lb fentanyl seized
from vehicle; 25 lbs cocaine seized from vehicle fuel tank.
• SALTON CITY: 18 lbs fentanyl and 30 lbs meth seized from vehicle.
• SAN LUIS: 53 lbs meth seized from vehicle spare tire; 12 lbs fentanyl seized from courier.

CALIFORNIA:

• CALEXICO: 239 lbs marijuana seized from an empty railroad car; 122 packages of cocaine seized from
tractor trailer.
• EL CENTRO: Capture of an 18th Street gang member. He goes by the moniker of “La Bestia,” (29) and is
affiliated with the Mexican Mafia. Previously removed from the US in 2013.
• SALTON CITY: 102 lbs meth seized from vehicle at checkpoint.

TEXAS:

• BROWNSVILLE: 20 lbs meth seized from a group of subjects caught between the US / Mexico Points of
Entry; 25 lbs cocaine seized from vehicle; 18 lbs cocaine seized from vehicle.
• EAGLE PASS: 15 lbs meth seized from vehicle at US Highway 57 checkpoint.
• HIDALGO: 31 lbs cocaine seized from vehicle; 5 lbs cocaine seized from vehicle.
• LAREDO: 155 lbs meth seized from vehicle; 35 lbs meth seized from tractor-trailer.
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US NATIONAL SECURITY

US / MEXICO BORDER HIGHLIGHTS – MAY
US CUSTOMS AND BORDER PROTECTION
MEXICO:

• FBI INVESTIGATES KIDNAPPINGS AND EXTORTION OF US CITIZENS IN MEXICO: The US Department of
State warns of "serious risk" for US citizens in Mexico City. According to the Foreign Security Advisory
Council of the US Department of State’s report, the FBI investigated 113 cases of kidnappings in Mexico in
2018 where 64 of the victims were US citizens, 10 were legal residents, and in 39 of the cases, the extortion
or rescue calls were placed from a number in the US.
• MEXICAN PRESIDENT REJECTS US "MERIDA" CRIME-FIGHTING FUNDS: For 11 years, the US has tried
to help Mexico fight narcotrafficking and other organized crime through a historic $3 billion plan called the
Merida Initiative. The US has sent helicopters, helped train police, and helped redesign the justice system.
Andres Manuel Lopez Obrador, who took office in December as Mexico’s first democratically elected leftist
president, says he’d like to “reorient” the program away from crime-fighting and toward investment in social
programs. “It hasn’t worked,” he said this week in Mexico City.
• TIJUANA: The Mexican military seized 426 kilos meth, chemical precursors, laboratory equipment from
laboratory. Location: Residence on Calle de la Pantera in the Cañadas del Florido neighborhood.
• MEXICALI: The Federal Police incinerate over 6 tons of marijuana, 575 kilos meth, 15 kilos diacetyl morphine
hydrochloride, 37 kilos cocaine, and 42 kilos fentanyl.

ARIZONA:

• NOGALES: 4,100 lbs marijuana seized from tractor-trailer; $96,000 from vehicle entering Mexico; 1 lb
fentanyl, 86 lbs meth, 29 lbs heroin, and 17 lbs cocaine seized from vehicle; 19 lbs fentanyl, 9 lbs heroin, and
68 lbs meth seized from vehicle spare tire; 1 lb of fentanyl pills seized from female courier; 56 lbs meth
seized from vehicle gas tank; 15 lbs meth seized from vehicle tires; 78 lbs meth, 18 lbs heroin and 4 lbs
fentanyl seized from female courier; 42 lbs fentanyl, 83 lbs heroin, and 4 lbs meth seized from male and
female couriers; 34 lbs meth and 6 lbs fentanyl seized from vehicle.
• SAN LUIS: 2,000 lbs marijuana seized from tractor-trailer; 62 lbs meth seized from vehicle; 49 lbs meth
seized from vehicle; 90 lbs meth and 3 lbs fentanyl seized from vehicle; 86 lbs meth seized from vehicle
doors and quarter panels; 2 lbs fentanyl and 23 lbs meth seized from vehicle quarter panels; 55 lbs meth, 26
lbs cocaine, and 2 lbs heroin seized from vehicle; 62 lbs meth seized from vehicle.
• YUMA: Capture of an 18th Street gang member from El Salvador, Santos Sorto-Sorto, 34, with multiple
felony convictions for possession of a weapon for unlawful purposes, unlawful possession of a weapon, and
disorderly conduct out of New Jersey. He stated that he was attempting to travel to Houston, Texas to live.

CALIFORNIA:

• CALEXICO: 56 lbs meth seized built into the roof of camper shell; 17 lbs heroin seized from vehicle
transmission; 89 lbs meth and 7 lbs heroin seized from vehicle at checkpoint; 11 lbs meth seized from
vehicle; 7 lbs heroin from the battery compartment of the vehicle; 45 lbs meth from vehicle gas tank.
• SAN DIEGO: 500 lbs of meth, weapons, cash seized, along with indictments issued on 43 individuals who
were part of a trafficking, distribution and sale network of methamphetamines.

TEXAS:

• PHARR: 929 lbs meth seized from tractor-trailer.
• LAREDO: 3,918 lbs marijuana from tractor-trailer; 26 lbs fentanyl seized from vehicle; 220 lbs meth seized
from tractor-trailer; 194 lbs liquid meth seized after being found concealed inside plastic containers.
• HIDALGO: 34 lbs heroin seized from vehicle.
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US NATIONAL SECURITY

US / MEXICO BORDER HIGHLIGHTS – JUNE
US CUSTOMS AND BORDER PROTECTION
MEXICO:

• MEXICAN JUDGE STOPS EXTRADITION: A Federal Judge in Mexico granted “amparo” (a temporary
suspension) stopping the extradition to the US for Jaime González Durán, "El Hummer", founder of LOS
ZETAS. El Hummer is one of the most violent and dangerous criminals in Mexico and is related to the murder
of singer Valentín Elizalde in November 2006."El Hummer" is a deserter from the Mexican Army and was part
of the Special Forces Aircraft Group (Gafes), the elite unit of the Ministry of National Defense (Sedena), which
was responsible for locating and capturing main drug lords. "El Hummer" was the head of the plaza in
Reynosa, Tamaulipas until he was arrested on November 7, 2008 by the Federal Police. Currently he faces
three convictions for various crimes that total more than 73 years in prison. US District Court for the District of
Columbia seeks González Durán for his responsibility in the crimes of conspiracy, distribution and
importation of cocaine and marijuana, as well as money laundering, among other charges.
• 16 MEXICAN STATES WITH MAJOR NARCO LABS: From January 1, 2016 until the first months of 2019, the
Mexican Army dismantled 273 narco-laboratories in Mexico in at least 16 of the states, seizing over 259 tons
of substances, including drugs and chemical precursors. The Mexican states with the most laboratories
detected and insured by the Mexican Army were Sinaloa (145); Michoacán (58), Jalisco (23), Durango (16)
and Guerrero (10). In Baja California, there are four narco-laboratories, three of which were discovered in
2018. One of the largest synthetic drug production centers was secured on August 16, 2018 in a village in
the Sierra de Badiraguato, Sinaloa where the military found 47 tons of crystal meth inside drums, belonging
to the Sinaloa Cartel.

ARIZONA:

• TUCSON: 143 lbs meth and 220 grams fentanyl from ultralight aircraft that was tracked flying across the US /
Mexico border; A four-day binational operation between US and Mexican authorities resulted in seizure of
more than 250 pounds of narcotics, assault weapons, and communication equipment from criminal
networks. Nineteen smugglers, including six Honduran nationals linked to criminal organizations, were
arrested in the joint operation. Mexican authorities raided elevated mountain scout camp sites used by
human and narcotic smugglers south of the international boundary, while US Border Patrol Foreign
Operations Branch and Special Operations Detachment units provided surveillance from the US side during
the operation. US Border Patrol agents also detained and processed smugglers who attempted to flee into
US during the raids. Federal police helicopter units also discovered and destroyed a poppy field near the
International Border, believed to be used for opioid production.
• NOGALES: An incomplete cross-border tunnel discovered underneath a parking lot. The tunnel’s entry point
was found several meters below street level inside a legitimate cross-border storm drain that runs into the US
from Mexico.

CALIFORNIA:

• ANDRADE: 112 lbs meth seized from vehicle spare tire and gas tank.
• CAMPO: 87 lbs meth seized from vehicle fuel tank.
• SAN CLEMENTE: 4.6 lbs heroin seized from vehicle; 7.5 lbs fentanyl and 5 lbs meth seized from vehicle.

TEXAS:

• EL PASO: Sinaloa Cartel member Jose Antonio Torres Marrufo, aka “Jaguar” extradited from Mexico to face
federal racketeering charges in the western district of Texas.
• LAREDO: 7,272 lbs marijuana seized from tractor-trailer.
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SPECIAL EDITION

CYBER ESPIONAGE & TARGETING
60 MINUTES

FIGHTING TERROR, KHASHOGGI MURDER, & SAUDI ARABIA:

Take a rare inside look into the growing, shadowy global market of cyber espionage. 60 Minutes looked
specifically at a controversial Israeli company called the NSO Group, valued at nearly a billion dollars.
They say NSO has developed a hacking tool that can break into just about any smartphone on Earth.
NSO licenses this software, called Pegasus, to intelligence and law enforcement agencies worldwide, so they
can infiltrate the encrypted phones and apps of criminals and terrorists.
The problem is this same tool can also be deployed by a government to crush dissent, and so it is that Pegasus
has been linked to human rights abuses, unethical surveillance, and even to the notoriously brutal murder of the
Saudi Arabian critic Jamal Khashoggi.
Headquartered in the Israeli city of Herzliya, NSO Group operates in strict secrecy. But co-founder and CEO,
Shalev Hulio, has been forced out of the shadows and not into a good light, accused of selling Pegasus to Saudi
Arabia despite its abysmal record on human rights.

VIEW THE FULL 60 MINUTES REPORT:

https://www.cbsnews.com/news/interview-with-ceo-of-nso-group-israeli-spyware-maker-on-fighting-terrorkhashoggi-murder-and-saudi-arabia-60-minutes/
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SIGNATURE REDUCTION & ID MANAGEMENT
THREATS, BEST PRACTICES, AND PROFILE HARDENING

DoD IDENTITY AWARENESS, PROTECTION, & MANAGEMENT GUIDE
RECOGNIZING THE THREAT:

Constant connectivity is a necessity in today’s fast-paced, interconnected world. In 2019, a large portion of daily
activities takes place digitally on websites, mobile apps, smart devices, and social networks, all of which collect
and distribute personal information. Personally identifiable data doesn’t just refer to traditional markers, such as
name and date of birth, but also includes your behavioral patterns, purchasing histories, and connections. In
your daily interaction with devices, sensors, and services, you are sharing traces of your identity in exchange for
convenience, enjoyment, and consumer goods. This vast and ever-growing network of identity data and habits
constructs your singular and unique online identity.
Without knowing how your identity data is collected, who is collecting it, and where it can end up, safeguarding
your information becomes difficult. Fortunately, with training and awareness, you can learn to better protect
yourself, your friends, your family, and your business online.

SOCIAL MEDIA DO’s & DON’Ts:

• Review your connections often; only establish & maintain connections with people you know and trust.
• Assume that ANYONE can see any information you post and share regarding your activities, whereabouts,
and personal or professional life.
• Ensure that your family takes similar precautions with their accounts; their privacy and sharing settings can
expose your personal data.
• Avoid posting or tagging images of you, or your family, that clearly show faces. Select pictures taken at a
distance, at an angle, or otherwise concealed.
• Use secure browser settings when possible, and monitor your browsing history to ensure that you recognize
all access points.
• Remember that even if you restrict your data from public view, the service still has access to your data and
may share it with third-parties.

ABOUT INSTAGRAM PROFILE HARDENING:

Instagram is a photo-sharing application that allows users to post
original content using pictures and videos. With 1 billion active users as
of June 2018, it is currently the second most popular social networking
service in the world, exceeded only by Facebook (which acquired
Instagram in April 2012). Instagram functions primarily as a mobile
platform. Its popularity stems from the ease with which users can take
photos on the go and quickly upload, edit (using many pre-set digital
filters), and post images.
In terms of privacy, Instagram accounts can be either public or private.
Content posted on public Instagram accounts is indexed and can be
searched and viewed by anyone, including non-Instagram members, via
search engines. Posts made on private accounts are only shared with
followers that have been approved by the account owner. It is highly
recommended that you keep your personal Instagram account(s) set to
private at all times.

MEDIA FORMATS

Instagram supports three different media
formats for upload, storage, and sharing:
• Stories are temporary video or photo
posts that you share in real time but
are not saved to your profile page.
• Videos can be shared in a single post
or as a video series.
• Photos can be shared in a single
post or as a photo series.
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SIGNATURE REDUCTION & ID MANAGEMENT
THREATS, BEST PRACTICES, AND PROFILE HARDENING

DoD IDENTITY AWARENESS, PROTECTION, & MANAGEMENT GUIDE
MANAGING YOUR PERSONAL INSTAGRAM PROFILE:

• PROFILE PHOTO: Choose a profile photo that does not include your face or a location you frequent.
• NAME: Do not reveal your full name in the “name” field. It can be left empty or you can insert an emoji.
• USERNAME: Do not reveal your full name, birthdate, or other personally identifiable information (PII).
Instead choose something that is not linked to your personal ID.

PERSONAL ACCOUNT REGISTRATION & PRIVACY TIPS:

• 1 - FACEBOOK: Do not use your personal Facebook account for sign up of log in.
• 2 - NAME & PASSWORD: Your full name is not required during registration.
• 3 – CONTACTS: Do not allow contacts to sync.

10 HOME
© Bonham Consulting LLC., SocoSIX Strategies LLC. - All Rights Reserved.
THE INFORMATION CONTAINED IN THE QUARTERLY GLOBAL SECURITY &. INTELLIGENCE UPDATE, MAY NOT BE COPIED, DISTRIBUTED, OR OTHERWISE DISCLOSED WITHOUT EXPRESS PERMISSION. USE IS RESTRICTED TO AUTHORIZED PURPOSES ONLY. NOT FOR REPRODUCTION.

You can block specific people from viewing your Instagram Stories by their usernames

SIGNATURE REDUCTION & ID MANAGEMENT
THREATS, BEST PRACTICES, AND PROFILE HARDENING

DoD IDENTITY AWARENESS, PROTECTION, & MANAGEMENT GUIDE
PRIVACY SETTINGS:

To access your privacy settings, go to your Profile and tap
(iOS) or
( Android) in the top-right corner of the
screen. Apply the settings shown below to control how your photos and videos are shared, and to minimize the
amount of personal information you share with Instagram and third-parties.

• 1- ACTIVITY STATUS:

Toggle OFF “Show Activity Status” to prevent other users from seeing when you were last active on
Instagram apps.
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SIGNATURE REDUCTION & ID MANAGEMENT
THREATS, BEST PRACTICES, AND PROFILE HARDENING

DoD IDENTITY AWARENESS, PROTECTION, & MANAGEMENT GUIDE
• 2- STORY CONTROLS:

You can block specific people from viewing your Instagram Stories by their usernames.

• 3 – PHOTOS OF YOU:

Toggle OFF “Add Automatically” to review when others tag you in photos before they are added
automatically to your Instagram profile.
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SIGNATURE REDUCTION & ID MANAGEMENT
THREATS, BEST PRACTICES, AND PROFILE HARDENING

DoD IDENTITY AWARENESS, PROTECTION, & MANAGEMENT GUIDE
• 4 - LINKED ACCOUNTS:

Do not link your other Social Networking Sites to your Instagram account.

• 5 – FACTOR AUTHENTICATION:
Turn On.

• 6 – CONTACTS SYNCING:
Turn Off.
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SIGNATURE REDUCTION & ID MANAGEMENT
THREATS, BEST PRACTICES, AND PROFILE HARDENING

DoD IDENTITY AWARENESS, PROTECTION, & MANAGEMENT GUIDE
• 7 – EMAIL & TEXT / SMS:
Turn Off.

WHAT’S NEXT?
In today’s digital world,
everything and everyone is connected
via some form of social media platform,
cellular device, or technological device
that fuses all the above
This means that keeping in touch with
your work associates, family members,
as well as new and old friends is
easier now more than ever.
While these all the advancements
and amenities may seem to make life
more convenient, they all come with
their inherent risks as well.

DELETING INSTAGRAM:

From the Settings page, click on Help Center, then type in “delete
my account” to pull up the Delete Your Account page. Follow the
steps and confirm deletion by clicking “Permanently delete my
account.” Once you delete your account, it can’t be reactivated and
you can’t sign up again with the same username.

It is important to learn how to protect
both your personal and professional
information, and how these applications
and devices operate, so that you and
your business are harder to target

ASSESSMENT:

Instagram is a great Social Media platform for connecting and sharing digital media with friends an co-workers.
With that said, there are many nefarious actors on all Social Media platforms that are attempting to take
advantage of those who are not aware of the threats. Never accept friend requests from someone with zero
followers and do not respond to the instant messages of attractive girls and guys that you do not know. Only
communicate and associate with people you already know and trust.
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HIGHLIGHTED TECHNOLOGY
TWO-FACTOR PASSWORD MANAGER
ONLYKEY
CONVENIENCE & SECURITY:

OnlyKey is a dual use device. It functions as a password manager and a two-factor token. You
can plug OnlyKey into any computer, press a button, and it types out a username and password
the same as if you typed it yourself; but with one big difference, you don’t have to remember
passwords! OnlyKey does that for you. This allows you to use very complex and secure
passwords that cannot be cracked by any available methods.

UNIVERSALLY SUPPORTED:

Supports Windows, Mac OS, Android, Linux, and Chrome OS.
Driverless operation – Recognized by computer as a regular keyboard.

PORTABLE. DURABLE. & WATERPROOF:

Easily attach and detach the OnlyKey to your keychain and bring it everywhere you go.

PIN PROTECTED:

Your PIN code must be typed onto the 6 button keypad of the OnlyKey in order to unlock. If you lose OnlyKey
no problem, it is PIN protected and can’t be used without the PIN, enter the wrong PIN too many times the
data will self-destruct.

SECURE BY DESIGN:

Information can only be written to the OnlyKey or wiped. This protects your data even if the connected
computer has been compromised. Unlike smartcards that are vulnerable to key logger attacks, the PIN used
to unlock OnlyKey is entered on the OnlyKey itself.

INTERNATIONAL VERSION:

The International Travel Edition is exactly the same as the Standard Edition except it can ship globally, even to
countries where strong encryption is not permitted. This edition comes pre-loaded with firmware that is
encryption free. The Standard Edition firmware with encryption can be loaded at any time by following the
instructions in the OnlyKey User's Guide.

STANDARD & INTERNATIONAL VERSIONS:
https://onlykey.io/
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ESPIONAGE & COUNTERINTELLIGENCE
HIGHLIGHTED EVENTS: APRIL

BOOZ ALLEN HAMILTON / NSA & RUSSIA:

Former NSA contractor Harold Thomas MARTIN III (54) pleaded guilty to the federal charge of willful retention
of national defense information. It was the largest theft of classified information in U.S. history. A conservative
estimate of the volume of digital information seized from MARTIN is approximately 50,000 gigabytes (A
gigabyte (GB) is sufficient storage space for approximately 10,000 pages of documents containing images and
text). Among the stolen documents were Top Secret information. He is scheduled to be sentenced to nine years
in prison on 17 July.

US POLITICS & RUSSIA:

Accused Russian intelligence officer Maria BUTINA was sentenced to 18 months in prison in April 2019 on
charges that she conspired to act as an unregistered agent of the Russian government. At the behest of the
Russian government and the Russian official, BUTINA developed relationships with U.S. persons and infiltrated
organizations having influence in American politics for the purpose of advancing the interests of the Russian
federation. BUTINA was charged in July 2018 and later pleaded guilty in December 2018.

SNOWDEN, CHINA & CANADA:

A woman who helped Edward SNOWDEN while he was in Hong Kong in 2013 has been granted asylum in
Canada. At the time the woman was seeking asylum in Hong Kong after fleeing from sexual violence in the
Philippines in 2002. In 2013, as her asylum case was ongoing, she was asked by her attorney to shelter
SNOWDEN in her apartment. Her refugee case in Hong Kong was later rejected in 2017.

JULIAN ASSANGE & WIKILEAKS:

WikiLeaks founder Julian Assange was arrested by British police officers at the Ecuadorian Embassy in London.
Assange had had refuge at the embassy for seven years after fleeing to the embassy in 2012 to avoid
extradition to Sweden where the faced charges related to sexual assault. However, those charges were
dropped, though Assange fears extradition to the US, where he possibly faces charges related to the leaking of
highly classified national defense documents by Edward SNOWDEN and Chelsea (then-Bradley) MANNING.
Assange and WikiLeaks have also been accused of being tools of the Russian intelligence service, especially
during the 2016 US presidential elections. Within hours of his arrest, an indictment was unsealed against
Assange, charging with him with assisting MANNING in hacking a classified computer.

RUSSIA & 2016 US PRESIDENTIAL ELECTION INVESTIGATION:

Special Counsel Robert Mueller's report on the investigation into Russian interference in the 2016 was released
in a 448, partially redacted document. The report found no evidence of collusion between the Trump
Campaign and Russian intelligence services, though it did note 10 instances in which President Trump may
have engaged in behavior that could be characterized as obstruction of justice. The report also detailed the
extensive interference campaign conducted by Russia against the presidential election.

CHINA & US DEPARTMENT OF STATE:

Former US Department of State employee Candace Marie CLAIBORNE (63) pleaded guilty on charges related
to receiving tens of thousands of dollars from agents of the People's Republic of China intelligence officers in
exchange for internal documents from the State Department until her arrest in June 2017,
CLAIBORNE provided copies of internal documents from the State Department on topics ranging from US
economic strategies to visits by dignitaries between the two countries.
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ESPIONAGE & COUNTERINTELLIGENCE
HIGHLIGHTED EVENTS: APRIL

GENERAL ELECTRIC ENGINEER & CHINA:

A 14-count indictment was unsealed against former GE engineer Xiaoqing ZHENG (56) of theft of trade secrets.
According to the indictment, ZHENG while employed at GE Power & Water in Schenectady, New York as an
engineer specializing in sealing technology, exploited his access to GE’s files by stealing multiple electronic
files, including proprietary files involving design models, engineering drawings, configuration files, and material
specifications having to do with various components and testing systems associated with GE gas and steam
turbines. ZHENG e-mailed and transferred many of the stolen GE files to his business partner, Chinese
businessman Zhaoxi ZHANG (47), who was located in China. ZHENG and ZHANG used the stolen GE trade
secrets to advance their own business interests in two Chinese companies - Liaoning Tianyi Aviation Technology
Co., Ltd. (LTAT) and Nanjing Tianyi Avi Tech Co. Ltd. (NTAT), companies which research, develop, and
manufacture parts for turbines to directly benefit the PRC government and other PRC-affiliated entities.

FORMER US MARINE & RUSSIA:

A former US Marine detained in Russia has been charged with espionage, the Interfax news agency said on
Thursday, meaning he could face up to 20 years in prison if convicted. Russia's FSB state security service
detained Paul Whelan, 48, in Moscow last Friday on suspicion of spying, in a case which threatens to aggravate
diplomatic tensions with the US. Secretary of State Mike Pompeo stated the United States had asked Russia to
explain Whelan's arrest and would demand his immediate return if it determines his detention is inappropriate.
Whelan's family has said that he was visiting Moscow for the wedding of a retired Marine and is innocent of the
espionage charges against him. Daniel Hoffman, a former CIA Moscow Station Chief, said it was "possible, even
likely" that Putin had ordered Whelan’s arrest to set up an exchange for Maria BUTINA.

APPLE & CHINA:

Larry Kudlow, director of the National Economic Council, said that Apple’s technology may have been stolen by
the Chinese. “I don’t want to surmise too much here, but Apple technology may have been picked off by China
and now China is becoming very competitive with Apple. You’ve got to have rule of law,” Kudlow said in an
interview with Bloomberg. “There are some indications from China that they’re looking at that, but we don’t
know that yet. There’s no enforcement; there’s nothing concrete.”

BASF TAIWAN & CHINA:

Six former and current engineers for German chemicals giant BASF have been arrested in Taiwan on suspicion
of leaking valuable technology to a competitor in China. Taiwan's Criminal Investigation Bureau (CIB) released a
statement saying the suspects were involved in a plot "to leak crucial technology and manufacturing processes
to make illegal profits". An official with knowledge of the investigation said the group allegedly sold the trade
secrets to Jiangyin Jianghua Microelectronics Materials, a tech company based in China's eastern Jiangsu
province, pocketing $1.3 million.” The technology involved in the case has an estimated market value of $114
million although the suspects were caught before they could sell the most confidential information." The CIB
did not provide a breakdown of how many suspects were working for BASF at the time of the arrests but they
said they included "high ranking" officials including at least one at factory director level.

HUAWEI & CHINA:

Huawei has decided to fire Wang WEIJING, a company employee who was arrested last week on claims that it
spied for China. Huawei explains that the incident affects the company’s image, reminding that it makes efforts
to comply with all laws in the countries where it operates. The incident fuels concerns that Huawei might be
involved in cyberespionage for the Beijing government.
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ESPIONAGE & COUNTERINTELLIGENCE
HIGHLIGHTED EVENTS: MAY

YOU’RE ON FILE: CHINA BUILDING HUGE ESPIONAGE DATABASE ON AMERICANS

China appears to be constructing a vast and detailed database of stolen information on American people and
companies, which the Chinese government could use for intellectual property theft, extortion and blackmail.
Cybersecurity expert Daniel Miessler wrote, “It seems obvious at this point that China is building a massive
database of information on American individuals and companies. Basically, they’re building an organized database of stolen information that they can use to beat the US economically and militarily in the long-term.”
Miessler continued: "The idea that a highly organized and highly trained state-level adversary is actively
building these kinds of databases, and using that information however they can to secure victory—that’s just
extremely frustrating, and exhilarating, and surreal, all at once.”

READ THE WHOLE REPORT:

https://danielmiessler.com/blog/china-seems-to-be-building-a-massive-espionage-database-on-america

DETAILS OF VLADIMIR PUTIN'S PAST REVEALED:

Vladimir Putin has revealed that he commanded an artillery battalion during the Soviet peri-od, a detail of his
shadowy biography that was previously unknown. Putin made the comment during a visit to St Petersburg’s
Peter and Paul Fortress, where he pulled the lever on a cannon that fires a daily salute at noon over the Neva
River. “I received the rank of lieutenant as an artilleryman, as the commander of a howitzer artillery battalion”
Putin said. Putin’s official biography makes no mention of his military rank as commanding officer of an artillery
battalion. Putin joined the KGB immediately after graduating from the law faculty at Leningrad State University
in 1975. He spent 16 years in the Soviet security service, achieving the rank of KGB lieutenant colonel before the
Soviet Union collapsed in 1991. The Russian president’s revelation comes shortly after his old East German
secret police identification card was reportedly discovered in the Stasi archives. Putin served as a KGB officer in
Dresden in the 1980s. The Kremlin has neither confirmed nor denied that Putin was issued a Stasi identification.
There is little reliable information on Putin’s work in Dresden; one possibility is that he was tasked with
entrapping and recruiting foreigners who were studying or working in the city. Putin is known to have worked in
counterintelligence during his KGB days. Some reports allege that his KGB duties included the surveillance of
Soviet political dissidents, but these have never been confirmed.

ISRAELI EX-MINISTER TO GET 11 YEARS IN PRISON FOR SPYING FOR IRAN:

An Israeli ex-minister charged with spying for the country’s arch-foe Iran has reached a plea bargain with
prosecutors that will see him serve 11 years in prison. As part of the agreement, Gonen SEGEV will plead guilty
to serious espionage and transfer of information to the enemy. The trial of SEGEV, who served as energy and
infrastructure minister from 1995 to 1996, opened in July 2018 but was held behind closed doors in the
Jerusalem district court, with few details of the accusations publicly released. The original charges, as published
by the justice ministry, were aiding an enemy in wartime, serious espionage, attempted serious espionage and
passing information to the enemy. The Shin Bet internal security service accused him in a statement at the time
of providing Iran with “information related to the energy market, security sites in Israel, buildings and officials in
political and security bodies, and more” while he was living in Nigeria between 2012 and his arrest at Israel’s
Ben Gurion airport in May 2018. The Shin Bet said SEGEV had been in contact with Iranian embassy officials in
Nigeria and later he visited the Islamic republic for meetings with his intelligence “handlers.”
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ESPIONAGE & COUNTERINTELLIGENCE
HIGHLIGHTED EVENTS: MAY
CIA OFFICER & CHINA:

Former CIA officer Kevin MALLORY (62) was sentenced to 20 years in prison for spying for China. MALLORY
had transmitted Top Secret and Secret documents to an agent of the People’s Republic of China. According to
the affidavit in support of the criminal complaint, MALLORY, travelled to Shanghai in March and April 2017 and
met with an individual (PRC1), who he believed was working for the People’s Republic of China Intelligence
Service (PRCIS).

CHELSEA MANNING BACK TO PRISON:

Chelsea MANNING was ordered back to jail after defying a grand jury subpoena. She had been ordered to
prison in March 2019 after failing to respond to a subpoena where she was likely to testify about her contacts
with WikiLeaks. MANNING was released in last week and there was a second subpoena ordered this week.

CIA CASE OFFICER & CHINA:

Former CIA case officer Jerry Chun Shing LEE (53) pleaded guilty to conspiring to transmit national defense
information to China. LEE has been connected to one of the biggest breaches in U.S. intelligence history, which
compromised the U.S. intelligence network in China. Approximately 20 American agents were compromised in
the breach between 2010 and 2012. These agents were either executed or imprisoned by China. On 26 April
2010, two Chinese intelligence officers approached LEE, as he was living in Hong Kong, they offered to pay
(about $100,000 in cash) him for information.

17 CLASSIFIED DOCUMENTS GIVEN TO THE INTERCEPT:

Charges were announced against Daniel HALE (31) who is charged with leaking multiple Secret and Top Secret
documents to a reporter belonging to The Intercept. HALE communicated Top Secret information to a reporter
on multiple occasions. HALE provided at least 17 classified documents to the reporter and/or the reporter's
online news outlet, The Intercept, with 11 of the published documents classified as Top Secret or Secret.

US NAVY PETTY OFFICER & RUSSIA:

US Navy Petty Officer 2nd Class Stephen KELLOGG III (26) was sentenced to three years at a general courtmartial for attempting to communicate classified national defense information. KELLOGG who had served on
the USS Carl Vinson as a Nuclear Electrician's Mate was arrested after he discussed plans to defect to Russia and
attempted to contact Russian officials. KELLOGG had also told a friend that he planned to do an "Ed Snowden."
KELLOGG will also receive a reduction of rank.

JULIAN ASSANGE INDICTED ON 18 COUNTS:

Julian ASSANGE, the founder of WikiLeaks was indicted in an 18-count superseding indictment of unlawfully
obtaining and disclosing classified documents related to the national defense. Specifically, the superseding
indictment alleges that ASSANGE conspired with Chelsea MANNING; obtained from MANNING and aided and
abetted her in obtaining classified information with reason to believe that the information was to be used to the
injury of the United States.
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ESPIONAGE & COUNTERINTELLIGENCE
HIGHLIGHTED EVENTS: JUNE

CHINA MOST ACTIVE IN CYBER-ESPIONAGE AGAINST US:

Russia and China pose the biggest espionage and cyber attack threats to the US and are more aligned than
they have been in decades, the leader of the US intelligence community told U.S. Senators. While the two
countries seek to expand their global reach, Director of National Intelligence said, some American allies are
pulling away from Washington in reaction to changing US policies on security and trade. “China, Russia, Iran,
and North Korea increasingly use cyber operations to threaten both minds and machines in an expanding
number of ways to steal information, to influence our citizens, or to disrupt critical infrastructure,” Coats told the
Senate Intelligence Committee’s annual hearing on worldwide threats, where he testified with the directors of
the CIA, FBI as well as other top intelligence officials. “The post-WW II international system is coming under
increasing strain amid continuing cyber and WMD proliferation threats, competition in space and regional
conflicts,” Coats also said US adversaries likely are already looking to interfere in the 2020 US election, refining
their capabilities and adding new tactics. He said Russia’s social media efforts will continue to focus on
aggravating social and racial tensions, undermining trust in authorities and criticizing politicians perceived to be
anti-Russia.

UPDATE - FORMER US MARINE & RUSSIA:

Former US Marine Paul WHELAN (48) accused of espionage in Russia claimed that he had been the victim of
"abuses and harassment" and "political kidnap" while in Russian custody. He has been in Russian custody since
his arrest in December 2018. His comments came during a court hearing in which his pre-trial custody was
extended until 29 August 2019. WHELAN stated that there was no legitimate case against him and that the
charges were in retaliation for U.S. sanctions. He faces up to 20 years in prison after being accused of receiving
Russian state secrets on a flash drive from a friend.

US INVESTIGATING HUAWEI FOR ALLEGED TRADE SECRET THEFT:

Federal prosecutors are investigating Huawei Technologies, the world’s largest telecommunications equipment
maker, for allegedly stealing trade secrets from US businesses and could soon issue an indictment. T-Mobile
alleged in a lawsuit, filed in federal court in Seattle, that Huawei employees stole technology relating to a
smartphone-testing robot T-Mobile had in a lab in Bellevue, Washington. The robot, Tappy, used human-like
fingers to simulate tapping on mobile phones. According to T-Mobile’s lawsuit, Huawei employees
photographed the robot and attempted to remove one of its parts. In May 2017, a jury said Huawei should pay
T-Mobile $4.8 million in damages.

SECOND CHINA-BOUND APPLE CAR WORKER CHARGED WITH DATA THEFT:

An Apple Inc. hardware engineer was charged by the US with stealing the iPhone maker’s driverless car secrets
for a China-based company, the second such case since July 2018 amid an unprecedented crackdown by the
Trump administration on Chinese corporate espionage. Jizhong CHEN was seen by a fellow Apple employee
taking photographs in January with a wide angle lens inside a secure work space that houses the company’s
autonomous car project, about six months after he signed a strict confidentiality oath when he was hired,
according to a criminal complaint in federal court in San Jose, California. Prosecutors said CHEN admitted to
taking the photos and backing up some 2,000 files to his personal hard drive, including manuals and
schematics for the project, and didn’t tell Apple he had applied for a job with a China-based autonomous
vehicle company.
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ESPIONAGE & COUNTERINTELLIGENCE
HIGHLIGHTED EVENTS: JUNE

FORMER CIA OFFICER INDICTED FOR CHINESE SPYING HAD ACCOMPLICE:

Former CIA officer turned-accused Chinese spy Jerry Chun Shing LEE had an accomplice in his espionage
against the US, according to new court documents. The disclosure of the second individual as an unindicted coconspirator in the high profile espionage case was made in an order on LEE's case by federal judge T.S. Ellis III.
The FBI copied the contents of seven different devices belonging to the co-conspirator on April 28, 2013,
according to the order. The imaging, a form of copying of the device data, occurred almost a year after a hotel
room LEE was staying in was searched by federal agents in 2012. The filing does not indicate if the coconspirator is a Chinese national or an American or what was the person's alleged role in the spy scheme.

RUSSIA SETTING UP NEW WEB OF SPIES AFTER MILITARY UNIT WAS BROKEN UP:

British Intelligence forces are said to be concerned by attempts by the SVR, Russia's foreign intelligence agency,
to re-establish itself in Britain. Officials are confident that GRU, the agency which masterminded the attempted
assassination of Sergei Skripal last year, had been dismantled. But now Russia's SVR is said to be heading up
spy operations in the UK. There is growing fears within British intelligence, who believe the SVR pose a greater
threat due to their increased professionalism. A senior Government source stated 'We are more fearful of what
we don't know about the SVR compared to all the things we do know about the GRU. 'If Moscow is now giving
more resources to the SVR and more freedom to operate in the UK, which is what we believe is happening, than
that is of far greater concern because they are a more professional outfit.

CHINA TRYING TO RECRUIT SPIES FROM US COLLEGE STUDENTS:

US Intelligence agencies continue to warn of Beijing’s spying activities in the US, including commercial
espionage and the stealing of intellectual property. “The Chinese counterintelligence threat is more deep, more
diverse, more vexing, more challenging, more comprehensive and more concerning than any
counterintelligence threat that I can think of," FBI Director Christopher Wray testified at a Senate Intelligence
Committee hearing. A report from the Director of National Intelligence is blunt: "China's intelligence services
will exploit the openness of American society, especially academia and the scientific community...,it is
widespread and it is dangerous and this is legislation designed to stop that," Texas Republican Sen. Ted Cruz
told Fox News about a bill he has reintroduced, The Stop Higher Education Espionage and Theft Act. Its goal is
to deter what he calls the "infiltration" by China of our country's universities, colleges and research institutions.
"Too many universities, I think, are gullible, are not realizing the magnitude of this threat," Cruz warned. "This is
a concerted, organized, systematic threat to undermine our universities and undermine our economy and we
need to be serious to combat it.”

FORMER US CI AGENT CHARGED WITH ESPIONAGE ON BEHALF OF IRAN:

Monica Elfriede WITT, 39, a former US service member and counterintelligence agent, has been indicted by a
federal grand jury in the District of Columbia for conspiracy to deliver and delivering national defense
information to representatives of the Iranian government. WITT, who defected to Iran in 2013, is alleged to have
assisted Iranian intelligence services in targeting her former fellow agents in the US Intelligence Community.
WITT is also alleged to have disclosed the code name and classified mission of a DoD Special Access Program.
An arrest warrant has been issued for Witt, who remains at large.
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TERRORISM & COUNTERTERRORISM
KEY EVENTS: APRIL

IRAN’S REVOLUTIONARY GUARD CORPS:

On 08 April, President Donald Trump designated the Iranian Revolutionary Guards Corps as a foreign terrorist
organization, the first time the U.S. has named a part of another nation's government as that type of official
threat. The designation imposes wide-ranging economic and travel sanctions on the organization as well as
individuals, companies, and organizations with ties to the IRGC. The IRGC has been linked to terrorist attacks
throughout the Middle East and Iran has long supported terrorist organizations around the world.

PLANNED ISIS ATTACKS IN WASHINGTON DC:

On 09 April, a federal judge ordered that ISIS-inspired terrorist Rondell HENRY (28) be detained pending his
trial. HENRY was arrested late last month after reportedly plotting to use a stolen U-Haul to ram pedestrians at
Dulles International Airport and the National Harbor in Maryland. On 27 March, at Dulles, he attempted to
bypass security for two hours. He also found the crowds at the National Harbor to be too thin and instead broke
into a boat to hide. He was arrested the next day, preventing the attack. HENRY was inspired by Bastille Day
Truck Attack in Nice, France and had photos of ISIS militants along with the Pulse Nightclub shooter on his
phone.

ISIS SUPPORTER INDICTED:

On 10 April, Ibraheem MUSABILI (28) was indicted on additional offenses of conspiring material support to ISIS.
He had traveled to Syria in April 2015 to fight for the Islamic State. In June 2018, he was detained in Syria by the
SDF and transferred to US custody.

LIFE SENTENCE FOR ISIS ATTACKER:

On 18 April, Amor FTOUHI (51) was sentenced to life in prison for attempting to kill a police officer at Flint
International Airport on 21 June 2017 in an ISIS-inspired terrorist attack. FTOUHI, a resident of Canada, had
traveled to the US to conduct the attack. He attempted to purchase a firearm, but was unsuccessful. Prior to
being sentenced, FTOUHI stated that he regretted that he didn't kill the police officer.

SRI LANKA CHURCH BOMBINGS:

On 21 April, 290 were killed and 500 others were wounded after eight bombings targeted luxury hotels and
Easter church services in Sri Lanka. Three churches were targeted as were hotels in the bombings that begin
within minutes of each other at 8:45 local time. The government has blamed a little known jihadist group for the
bombings.

WHITE SUPREMACIST ARRESTED AFTER KILLING IN CALIFORNIA:

John EARNEST (19) opened fire at Congregation Chabad in Poway, California. One was killed and three others,
including the rabbi, were wounded in the attack. EARNEST was arrested shortly after attempting to flee. The
shooter was inspired by the New Zealand Christchurch mosque shootings and the Tree of Life synagogue
attack that occurred exactly six months earlier. In a manifesto published shortly before the attack, EARNEST
detailed an extensive white supremacist ideology. In the manifesto, EARNEST also took credit for an arson
attack that occurred against a California mosque shortly after and made reference to the Christchurch
shootings.
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TERRORISM & COUNTERTERRORISM
KEY EVENTS: APRIL
GUILTY PLEA:

Waheba Issa DAIS pleaded guilty to attempting to provide material support to ISIS. She is scheduled to be
sentenced on 12 September 2019 and faces up to 20 years in prison. Up until her arrest in June 2018,
DAIS attempted to provide services, personnel, expert advice and assistance to ISIS, by promoting ISIS’s
agenda, facilitating recruitment and maintaining a virtual library of instructions on how to make bombs,
biological weapons, poisons and suicide vests to assist self-proclaimed ISIS members and supporters in their
attack planning. DAIS used multiple social media accounts that she hacked and took over.

NEW YORK COURT SENTENCES ISIS SUPPORTER TO 20 YEARS:

On 2 April, ISIS supporter Adam RAISHANI, a.k.a. Saddam Mohamed RAISHANI, 32, was sentenced to 20 years
in prison to be followed by 20 years of supervised release for attempting to provide and conspiring to provide
material support to ISIS. Beginning in the fall of 2015, RAISHANI conspired with another ISIS supporter to
provide material support and resources to ISIS. RAISHANI agreed to travel overseas to join and wage jihad for
ISIS. By April 2017, RAISHANI planned to travel abroad to join ISIS. RAISHANI indicated that he aspired to join
ISIS in Syria and that he aimed to travel before the end of Ramadan. In June 2017, RAISHANI made preparations
to leave, including by paying off debts and purchasing clothing that he intended to wear for training with ISIS
overseas.

FRENCH AUTHORITIES ARREST ASSOCIATE OF MARCH 2018 TREBES ATTACKER:

On 2 April, the police of the antiterrorist sub-directorate of the Judicial Police arrested Malik M. in Carcassonne,
France. Malik was reportedly close to Radouane LAKIDIM, who killed four people in the Trebes Attack. Malik
allegedly wanted to avenge LAKDIM. He was known to authorities for mostly narcotics-related offenses but he
was once suspected of providing LAKDIM with weapons.

FRENCH COURTS SENTENCE LANDLORD FOR HIDING PARIS ATTACKER:

On 30 March, French national Jawad BENDAOUD, 32, was sentenced to four years in prison, for hiding and
aiding ISIS member Abdelhamid ABAAOUD and his accomplice Chakib AKROUH, in Saint Denis, France,
following the Paris attacks. BENDAOUD was the first person to be tried in France over the synchronized
shooting and suicide attacks at the concert hall, national stadium, and several cafes on 13 November 2015, in
which 130 people were killed. Several days later, French authorities tracked ABAAOUD to BENDAOUD’s flat,
and conducted a raid killing ABAAOUD, AKROUH, and ABAAOUD’s female cousin, Hasna Ait BOUCHLAHCEN.
In addition, ABAAOUD’s cousin Yousef Ait BOUCHLAHCEN, was also sentenced to four years in prison
alongside BENDAOUD, for failing to report a terrorist crime.

COURTS CHARGE MAN WHO JOINED ISIS WITH ADDITIONAL OFFENSES:

Ibraheem Izzy MUSAIBLI, 28, of Dearborn, Michigan, who was previously indicted in 2018 for providing material
support to ISIS, was charged with additional offenses of conspiring to provide material support to ISIS,
possessing and discharging a machine gun in furtherance of a violent crime, and receiving military-type training
from ISIS. MUSAIBLI was detained overseas by Syrian Democratic Forces after fighting against Coalition Forces
and transferred into US custody in July 2018. The new charges more fully captured his conduct while with ISIS
for two and a half years. The new charges carried a mandatory minimum of 40 years in prison.
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TERRORISM & COUNTERTERRORISM
KEY EVENTS: MAY

GUILTY PLEA – CONSPIRACY TO SUPPORT ISIS:

Sedina Unkic HODZIC (39) pleaded guilty to one count of conspiring to provide material support to ISIS. Until
their arrest in February 2015, HODZIC and a group of co-conspirators in Missouri and Illinois provided financial
support to ISIS. They collected money from third parties and contributed their own personal money to be
transferred to Abdullah Ramo Pazara (a militant fighting in Syria) through PayPal, Western Union, and other
means.

LEADER OF JAISH-E-MOHAMMAD:

Masood AZHAR, the leader of Jaish-e-Mohammad (JeM), was added to the United Nations list of global
terrorists subject to sanctions. On 14 February, JeM suicide bomber targeted Indian security personnel in
Kashmir, killing 40 and wounding dozens more in an attack that greatly increased tensions between Pakistan
and India. On 02 May, just a day after the designation, US officials announced that dual PakistaniAmerican Waqar UL-HASSAN (35) had been arrested on 30 April due to his connections to the terrorist
organization.

CHIGAGO CAR BOMBER SENTENCED:

Adel DAOUD (25) was sentenced to 16 years in prison for conspiring to detonate a what he thought was a car
bomb outside a Chicago bar in 2012.

NOT GUILTY PLEA – AVENGING CHRISTCHURCH MOSQUE SHOOTINGS:

ISIS supporter Fabjan ALAMETI (21) pleaded not guilty to making false statements to a federal law enforcement
officer and weapons charges in connection to his arrest in April 2019. ALAMETI had made statements about
avenging the Christchurch mosque shootings in New Zealand in March 2019. ALAMETI was arrested after
taking possession of a firearm at a firing range.

CONVICTED OF TERRORISM – ISIS:

Said RAHIM (42) was convicted by a federal jury of multiple terrorism charges. He had been arrested in March
2017 for providing material support to ISIS. RAHIM ran a social media channel in which he attempted to recruit
and encourage others to conduct terrorist attacks.

JOHN WALKER LINDH RELEASED:

The "American Taliban," John Walker LINDH (38) was released from a federal penitentiary in Terre Haute after
serving nearly 18 years in prison. LINDH was captured by U.S. forces in Afghanistan in 2001 as he fought with
the Afghan Taliban. There had been reports in the days before his release, that LINDH had continued to
support global jihad and had written positively about the Islamic State in 2015.

TERRORIST CHARGED FOR NEW ZEALAND ATTACKS:

Brenton TARRANT (28) was charged with carrying out a terrorist attack for the two attacks against mosques in
Christchurch, New Zealand on 15 March 2019. The attacks killed 50 and wounded dozens more. TARRANT had
already been charged with 50 counts of murder and 40 counts of attempted murder.
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TERRORISM & COUNTERTERRORISM
KEY EVENTS: MAY

FORMER US ARMY INFANTRYMAN INDICTED FOR SUPPORT TO ISIS:

Mark DOMINGO (26) a former US Army infantryman who had served in Afghanistan was indicted on charges of
attempting to provide material support to ISIS. DOMINGO conspired to use an IED against a Nazi, white
supremacist rally in Long Beach, California. DOMINGO had posted in March 2019 that he wanted to avenge
the New Zealand Christchurch mosque shootings. He had also discussed attacking Jews, Christians, and police
officers.

HEZBOLLAH OPERATIVE CONVICTED FOR PLANNING ATTACKS IN NEW YORK:

A Hezbollah operative, Ali KOURANI (34) was convicted by a federal jury of terrorism, sanctions, and
immigration offenses for being an operative of Hezbollah's external attack-planning component, Islamic Jihad
Organization (IJO). He was arrested in 2017 and is scheduled to be sentenced on 27 September 2019.
KOURANI had been recruited at a young age and had conducted surveillance of possible terror targets in New
York City, including: JFK Airport, law enforcement facilities, and the federal building at 26 Federal Plaza in
Manhattan.

MANCHESTER ARENA BOMBING EXTRADITION DELAYED BY CONFLICTS IN LIBYA:

The extradition of Hashem ABEDI, brother of Manchester Arena bomber Salman ABEDI, was delayed by
fighting in Libya. A Libyan court agreed to return Hashem to the UK for the deaths of 22 people, but a week
after this ruling, fighting in Tripoli delayed his extradition. Libyan authorities arrested Hashem shortly after his
brother conducted the the Manchester Arena in May 2017, killing 22 people. UK authorities filed an extradition
request for Hashem in November 2017. Greater Manchester Police want to arrest him for murder, attempted
murder and conspiracy to cause an explosion.

A TEXAS MAN PLEADS GUILTY TO CONSPIRING TO SUPPORT TERRORISTS:

On 8 May, Michael Kyle SEWELL, 18, pleaded guilty to conspiracy to provide material support to Lashkar-eTaiba (LeT) and admitted to encouraging a coconspirator to join LeT. SEWELL provided the coconspirator, who
he spoke to on social media, with contact information for an individual he believed could facilitate the
coconspirator’s travel to Pakistan to join LeT. SEWELL also contacted the facilitator to vouch for the
coconspirator’s authenticity. SEWELL now faces up to 20 years in federal prison and a fine of up to $250,000. He
will be sentenced on 12 August in Fort Worth.

FBI ADDS HAMZA BIN LADEN TO SEEKING MORE INFORMATION LIST:

On 10 May, the FBI added Hamza BIN LADEN, Osama BIN LADEN’s son, to its “Seeking Information” list two
months after the US Department of State announced a reward of up to US $1 million for information on his
whereabouts. Hamza was wanted for questioning in connection with his membership in al-Qaeda and his public
declarations threatening the US. He may be located in, “Afghanistan, Pakistan, Syria, or Iran.” The US designated
Hamza as a Specially Designated Global Terrorist in January 2017, and the UN Security Council designated him
in March. Hamza was married to the daughter of al-Qaeda senior leader Abdullah Ahmed Abdullah, who has
been indicted for his involvement in the 7 August 1998 bombings of the US Embassies in Tanzania and Kenya.
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TERRORISM & COUNTERTERRORISM
KEY EVENTS: JUNE

WOULD BE TERRORIST ARRESTED IN NEW YORK:

Ashiqul ALAM was arrested after purchasing firearms for a terrorist plot against law enforcement officers and
civilians at Times Square. He had also undergone Lasik eye surgery so that he could target people easier and
expressed an interest in purchasing hand grenades. ALAM was taken into custody on 06 June, after receiving
two firearms with obliterated serial numbers in Brooklyn, New York.

BULGARIAN TEEN RECRUITED BY ISIS:

A Bulgarian teen was arrested in the country for plotting a terror attack on behalf of the Islamic State. He was
arrested with a pipe bomb and other explosive devices. ISIS had reportedly recruited the teen and radicalized
him on social media.

AUTHORITIES REMAND A US PERSON FOR PLOTTING TO AVENGE MOSQUE ATTACKS:

A federal judge ruled a New York Fabjan ALAMETI, 21, would remain in custody in Montana for lying to
authorities regarding discussions about joining ISIS and attacking random people to avenge attacks at two New
Zealand mosques. On 3 April, authorities arrested ALAMETI at a Bozeman, Montana, gun range. He pleaded
not guilty to making false statements involving terrorism and possession of a firearm while using marijuana.
According to the complaint, as of late February, ALAMETI messaged an FBI Confidential Human Source (CHS)
about his desire to travel overseas to join ISIS and engage in attacks in the US as well.

NEW YORK COURT CONVICTS HEZBOLLAH-LINKED ON TERRORISM CHARGES:

A New York court returned a guilty verdict against Ali KOURANI on terrorism, sanctions, and immigration
offenses for his involvement with Hezbollah's external attack-planning cell. KOURANI was recruited, trained, and
deployed by Hezbollah's Islamic Jihad Organization to plan and execute acts of terrorism in the US, according
to the US Attorney presiding over his case. KOURANI surveilled terrorism targets in New York City, including
Kennedy International Airport and law enforcement facilities. KOURANI was born in Lebanon and attended
Hezbollah-sponsored weapons training in 2000 when he was approximately 16 years old. In 2003, KOURANI
lawfully entered the US, and in 2009 became a naturalized citizen.

TREASURY DEPARTMENT BLOCKS US $46 MILLION IN TERROR-RELATED FUNDS:

The US Treasury Department released its annual Office of Foreign Assets Control report highlighting Counterterrorism finance efforts, which blocked approximately $46 million in terrorism-related funds in 2018. This
represented an increase of approximately $2.5 million from the 2017 report. The report noted nearly $400,000
blocked for Lashkar-e-Tayyiba (LeT), $6.4 million blocked for al-Qaeda (AQ), $1,725 for Jaish-e-Mohammed
(JeM).

AUSTRALIAN MAN PLEADS GUILTY TO DESIGNING MISSILES FOR ISIS:

Haisem ZAHAB, 44, a Sydney electrician, pleaded guilty to supporting ISIS. ZAHAB researched and developed
rockets and missile detectors and sent drawings, instructions, and simulations to ISIS supporters overseas.
ZAHAB created homemade laser missile detectors using a 3D printer, drew up designs for rockets, and
conducted test launches on computer programs. Before his arrest in 2017, ZAHAB reportedly worked on
designs for the rockets for more than two years. ZAHAB will be sentenced in July and faced a 25-year sentence.
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TERRORISM & COUNTERTERRORISM
KEY EVENTS: JUNE

AQIM SENIOR LEADER RESPONDS TO NEWS NETWORK QUESTIONS:

An al-Qaeda in the Islamic Maghreb (AQIM) senior leader Abu Obeida Youssef AL-AANABI returned a
recorded audio response to 12 questions posed several months prior by France 24News network. AL-AANABI
threatened French companies and nationals in Africa. AL-AANABI further answered questions about the current
Algerian political atmosphere, AQIM’s relationship with ISIS, and negotiations for the release of French hostage
Sophie Petronin.

MAN ARRESTED DUE TO FINANCING RETURN OF FOREIGN FIGHTERS:

Spanish authorities arrested an unidentified Syrian man in Madrid accused of financing the return of European
ISIS fighters to their countries of origin. The man allegedly belonged to ISIS’ wider financial infrastructure, and
previously assisted fighters’ travel to Syria. The financier was arrested as part of a fight against ISIS’ new strategy
of urging its members to return to their points of origin following ISIS’ loss of territorial control. The man
allegedly used the informal hawala system, and was adept at using security measures to hide his identity and
communications over digital platforms.

AN OHIO MAN SENTENCED FOR ATTEMPTING TO JOIN ISIS:

Waleed ALEBBINI, 28, was sentenced to 15 years in prison and 25 years of supervised release for attempting,
and conspiring, to join ISIS. ALEBBINI was arrested by the FBI on 26 April 2017, at the Cincinnati/Kentucky
International Airport, as he approached the TSA security checkpoint. According to court documents and
testimony, on 20 April 2017, during a six-hour conversation with a friend who tried to talk ALEBBINI out of
traveling and joining ISIS, ALEBBINI told his friend: “The Islamic State is fighting a survival war... I, cousin, want
to go to be a soldier.” On 26 April 2017, about one hour before he arrived at the Cincinnati/Kentucky
International Airport, several relatives pleaded with him not to join ISIS. ALEBBINI responded in three separate
back-to-back text messages: “Do you think I am a criminal” “I am a terrorist” “I am mujahid.”

A NEW YORK COURT SENTENCES MAN FOR ATTEMPTING TO JOIN ISIS:

A Federal Court sentenced Mohamed Rafik NAJI to 20 years in prison for attempting to provide material
support or resources to the ISIS. NAJI supported ISIS by promoting and distributing ISIS propaganda with
violent themes and messages on social media. In 2015, NAJI traveled to Yemen form New York in an effort to
join ISIS and unknowingly advised an informant on how to travel to join ISIS. Following the Nice, France attacks,
NAJI discussed with the informant how an attack in Times Square could be carried out.

A COURT IN WASHINGTON DC CONVICTS SECOND BENGHAZI ATTACKER:

Libyan national Mustafa AL-IMAM, approximately 48, was found guilty on one count of conspiracy to provide
material support to terrorists and one count of maliciously destroying government property, in connection with
the 2012 attacks on US facilities in Benghazi. The jury failed to reach a verdict on 15 other charged counts,
leading the court to declare a mistrial on 17 June. IMAM was captured by US Special Operations forces in
Misurata, Libya, on 29 October 2017. At his trial, a FBI Joint Terrorism Task Force Officer testified that IMAM
gave three interviews after he had received his Miranda rights warning and before he invoked his right to an
attorney. IMAM faced maximum penalties of up to 15 years for conspiracy and 20 years for destruction of
property.
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PROTECTING PEOPLE.
MANAGING RISK.
GLOBALLY.

About Us

SocoSIX Strategies is a veteran owned, global risk services company with deep roots in the United States
Military. We combine proven protection, intelligence and analytical practices with advanced technologies
to provide a full spectrum of security services throughout the world.
Our solutions are designed to support cost-effective risk management decision-making regarding
travelers, physical asset, safety and security operations, so our clients can conduct business feeling safe
and confident.

What We Do

Our core services include executive and in-country protection, global threat and risk assessments, and
security disaster planning. Our training division conducts workplace violence training including a highly
applauded active shooter response program. We perform discreet and comprehensive private
investigative assignments. Our intelligence group offers situational awareness for travelers and global
facilities, getting granular with the data, yet cutting out the noise.

SocoSIX provides these and other services domestically and throughout some of the toughest places in the
world. Our resources are like no other organization, allowing us the ability to perform high quality security
operations - where few others can accommodate.

28 HOME
© Bonham Consulting LLC., SocoSIX Strategies LLC. - All Rights Reserved.
THE INFORMATION CONTAINED IN THE QUARTERLY GLOBAL SECURITY &. INTELLIGENCE UPDATE, MAY NOT BE COPIED, DISTRIBUTED, OR OTHERWISE DISCLOSED WITHOUT EXPRESS PERMISSION. USE IS RESTRICTED TO AUTHORIZED PURPOSES ONLY. NOT FOR REPRODUCTION.

World HQ Address:
2113 Lewis Turner Blvd, Suite 100
Fort Walton Beach, Florida 32547
(850) 803-3730, info@socosix.com
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